An Analysis of Security and Trust Issues in E-Commerce
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ABSTRACT: We are living in a web dependant world where all activities are carried out only in online formats. E-
commerce is growing rapidly where all business transactions are done. Due to reduced cost, time and personalized fea-
tures, online purchases are increasing. In E-commerce activities, clients get real experience. At the same time in some
instances security and trust is compromised. Three issues impact the customers in the selection of E-Commerce which
include clients’ attitude on transaction systems, security and the trust in the reliance of online products. The information
relating to individuals should be safe guarded. Everyday many security issues get cropped and in this work we reviewed
the literature on E-Commerce and the solutions for the E-Commerce security issues.
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1. Introduction

In the 21 century electronic payments are becoming an important part of our everyday life. For Most of the people, it is hard
to imagine a single day where they do not make a use of credit/debit cards in a physical store or to perform some mode of
online payments or for money transfer over the internet. Nowadays doing electronic business on the Internet is already an easy
task. With the increase of E-commerce use, cheating and snooping is also increasing. To develop the Ecommerce, security and
privacy are two main issues over the internet [1]. The Internet does not offer much security required for it. Stealing data is
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undetectable in most cases. Some operating systems offer little or no security against virus or malicious software, which
means that users cannot even trust the information displayed on their own screens. At the same time, user awareness for
security risks is very less. We almost trust on E-commerce system without consideration for how they work [2]. The study
realized that there are some methods used within E-commerce that contribute trust and security, but still there are many
security and trust issues, which need better solutions in order to have a secure and trustworthy Ecommerce system. A large
number of E-commerce application such as stock trading, banking, shopping, and gaming rely on the security strengths of SSL/
TLS protocols [3]. According to the survey, which took place in the United States between educators and practitioner, was
about the security issues in E-commerce. The survey’s result showed that most of educators and practitioners were worried
about their online payment and personal information because of the lack of trust regarding the security issues within the
Ecommerce [4]. In order to increase E-commerce business, it is very important to gain the trust of customers by continuously
reviewing and resolving all new security issues related to it [5]. Below Fig.1 shows the basic E-commerce chain involved
during online business.
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Figure 1. E-commerce chain

2. Background of E-Commerce

All commercial activities conducted through the Internet are collectively referred to as E-commerce [6]. The year 1990
comes up directly in people’s mind when they think of Ecommerce because it was a time when E-commerce had a good
development. According to Dykert et. al.[7] the Ecommerce’s starts in earlier than the 1990s. According to authors E-com-
merce had a strong connection with the Internet, and the E-commerce start goes back with the Internet’s establishment that
started with a military research project during the 1970s. According to author one of the reasons why E-commerce had its
successes at the beginning of the 1990s was World Wide Web which was introduced in 1992 [4].Amazon was one of the first
E-commerce businesses to establish a secure market [8].

3. E-Commerce Security Issues

In the internet age, E-commerce is a special and critical system for the commercial transaction activity. At present, the
information security of electronic commerce is not optimistic [9]. E-commerce security issue should be concerned espe-
cially. There are many factors that are important within E-commerce, which should be improved [6]. But considering time
constraint we have chosen to focus on security and trust within E-commerce. Before using E-commerce system we need to
address different issues of a system and its major components to ensure its availability, survivability and safety and privacy of
data [4]. As mentioned, security is a major concern for E-commerce sites and consumers alike. Ecommerce security is
generally a part of an information security and is applied to the factors such as computer security, data security and other
factors of information security.

114 Journal of Information Security Research Volume 11 Number 4 December 2020




Consumer privacy is becoming the most publicized security issue replacing theft and fraud as top concerns in Ecommerce.
The DOS and DDOS attacks demonstrated that business sites did not maintain adequate security protection and intrusion
detection measures. Some of the sites did not detect the compromise, which occurred months before the DDOS attacks
[10].Therefore, with the industry best security practices, E-commerce applications are secured with different layers of pro-
tection, as per the risk level of the application [11]. Generally, E-commerce security has three types of security fronts [12].

1. Client side Security Issues
2. Server-side Security Issues
3. Transaction Security Issues

A. Client Side Security Issues From the user’s point of view, client-side security is typically important and the major concern.
In client-side security the use of computer security technologies, such as proper user authentication and authorization, access
control, and anti-virus protection is common. The data analysis on common online banks in [13] shows that the client side
security protection for online banking does need improvement. Most banks use single cipher security system which is vulner-
able to virus and cyber-attacks. Client side safety protection is the weakest part of online banking service providers [14].

B. Server-side Security Issues The second important issue is server side security issue. It requires proper client authentication
and authorization reliability and availability. It should also take care of the nonrepudiation of origin, sender anonymity audit
trail, and accountability. Table 1 enlists various security features along with its description.

Security features Description

Authorization Allows you to manipulate data

Authentication Allows you to have access to your account

Encryption Deals with hiding of information

Auditing Keeps a record of operations

Integrity Provides prevention against unauthorized data manipulation
Non-repudiation Prevention against any one party from reneging on an agreement

Table 1. Security Features of E-commerce

C. Transaction Security Issues Transaction side security issue is also important. It needs various and better security services
such as data authentication, access control, data confidentiality, data integrity and non-repudiation. Transaction security is
critical to bolstering consumer confidence in a particular Ecommerce site. There are a number of defenses for transaction
security such as encryption and switched network topologies. Encryption techniques such as secret-key, publickey and digital
signatures are the most common method of ensuring transaction privacy, confidentiality and securely. But the common weak-
ness of these techniques is that they depend on the security of the endpoint systems.

Transaction security depends on the organization’s ability to ensure privacy, authenticity, integrity, availability and the block-
ing of unwanted intrusions [10]. There are many phases of E-commerce transaction and each phase has different security
measures [15].

4. Types of E-commerce Security Threats

The standard client-server model has three components: the server system, the network and the client system [10]. At each
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side, there are some threats. Protection against these threats is also very important to grow E-commerce business. Figure 2
shows classification of different threats associated with Ecommerce.
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Figure 2. Types of security threats

A. Denial of Services (DOS) DOS is the type of attack where it removes information altogether and deletes information
from a transmission or file. The distributed denials of Service Attacks (DDOS) scripts are common, easiest and effective to
implement attack out of all attacks available on the WEB.

* Spamming: Spamming consist of sending unsolicited commercial emails to individuals, Hacker targets one computer or
network, by E-mail bombing and sends thousands of email messages to it.

* Viruses: Viruses are nothing but the specially designed programs to perform unwanted events. It is software that attaches
itself to another program and can cause damage when the host program is activated. Viruses are the most publicized threat to
client systems.

B. Unauthorized Access Illegal access to systems, applications or data is unauthorized access. It is clarified into two types.

* Passive unauthorized access: listening to the communications channel to find secrets of processes. - Active unautho-
rized access: Modifying system or data Message stream modification.

C. Theft and Fraud Fraud occurs when the stolen data is used or modified. Theft of software or data occurs by doing illegally
copying from company‘s servers. It includes copying credit or debit card details of other users and using them for illegal
purchases for selfishness.

5. Security Approaches at Various Levels

E-commerce security strategies deal with two issues: one is protecting the integrity of the business network and its internal
systems and second is accomplishing transaction security between the customer and the business. The main tool businesses
use to protect their internal network is the firewall [10]. In general, in E-commerce security front end servers must be
protected against unauthorized access, back end systems must be protected to ensure privacy, confidentiality, and integrity
of data and the corporate network must be protected against intrusion. Following are the different security approaches at
various Levels in Ecommerce [1] [16].

A. Application System Level At application level security features such as confidentiality, integrity, availability, Non-repu-
diation and anonymity are taken into consideration by various means of encryption techniques, digital signature etc.

B. Security Protocol Level There are mainly two protocols associated with security of E-commerce at the protocol level.
1) Secure Socket Layer (SSL): It is a protocol layer which exists between the connection oriented layer (TCP/IP) and

application layer (HTTP). TCP provide the end to end reliable service which is used by the SSL. TCP established a secure
communication between client and the server using encryption and digital signature [14].
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2) Secure Electronic Transaction (SET): Secure Electronic Transaction is communication protocol standard and an en-
cryption and security specification protocol for securing credit card transactions in open network called the Internet during
E-commerce transactions. SET also provides privacy and protection to ensure the authenticity of the electronic transaction.

C. Security Authentication Level: To maintain security at authentication level different techniques are utilized such as the
use of message digest, digital signature and use of different encryption and decryption standards.

* Message Digest: It is useful to find whether message which is sent by the sender is modified or not. The message digest
is a hashing function of all the bits of the message in which comparison of sender’s and recipient message digest take place
to detect the error.

* Digital Signature: To remove the problem of public key encryption, we use a digital signature for authentication. Before
sending data content in the form of a message, the sender encrypts message content with her own private key (digital signa-
ture), which authenticate the sender because in network no one has anyone’s private key.

D. Encryption Technology Level: Encryption technology provides secure communication over unsecured networks. En-
cryption technique encodes the plain text in to unreadable form (cipher text) which helps to protect the data from being
viewed by unauthorized person.

* Symmetric Key Encryption: It is also known as private key encryption. In this case same key is used for the encryption
and decryption.

* Asymmetric Key Encryption: It is also called public key encryption. In asymmetric key cryptography, we use two keys,
one for encryption method and another key for decryption method. One key is Public and second one is private.

6. Available Security Tools in E-Commerce

Different security tools such as Firewal, Public key Infrastructure (PKI), Encryption software, Digital certificates, Digital
signature, Biometrics, Password etc. are available in the market to protect the E-commerce business [17]. The Pretty good
Privacy (PGP) is also available to take care of E-commerce.PGP provides confidentiality and authentication service that can
be used for electronic mail and file storage applications. PGP has grown explosively and is now widely used. The actual
operation of PGP consists of five services: authentication, confidentiality, compression, email compatibility, and segmentation.
Three main reasons responsible for the growth of PGP are mentioned below [18].

« [t is based on the algorithm that has survived extensive public review and is considered extremely secure.
« It has a wide range of applicability

« It was not developed by, nor is it controlled by, any governmental or standards organization.

7. Security Vulnerabilities In E-commerce

There are many points of failure, or vulnerabilities, in an Ecommerce environment. Even in a simplified E-commerce sce-
nario, a single user contacts a single website, and then gives his credit card and address information for shipping a purchase,
many potential security vulnerabilities exist. Indeed, even in this simple scenario, there are a number of systems and net-
works involved. Each has some security issues [19].

When a consumer makes an online purchase, the merchant’s web server usually catches the order’s personal information in
an archive of recent orders. This archive contains everything necessary for credit-card fraud. Accordingly, an E-commerce
merchant’s first security priority should be to keep the web servers’ archives of recent orders behind the firewall, not on the
front-end web servers. The merchant’s back-end and database need to have strong security provisions. A site’s servers can
weaken the company’s internal network. This is not easily remedied, because the web servers need administrative connec-
tions to the internal network, but web server software tends to have buggy security. Here, the cost of failure is very high, with
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potential theft of customer’s identities or corporate data.
8. Conclusion

E-commerce security is the protection of E-commerce assets from unauthorized access, use, alteration, or destruction.
Dimensions of E-commerce security are Integrity, No repudiation, Authenticity, Confidentiality, and Availability. This paper
highlights the existing E-commerce security threats, its security issue and related techniques applied in E-commerce secu-
rity field along with the major challenges. We have also discussed the security vulnerabilities present in the E-commerce
business. At present, the firewall technology, data encryption technology, and information hiding technology are widely used
in electronic commerce information system security. So many years passed from the development of E-commerce but still
it has some security issues associated with it. Reliable solution to available security issues is very important to grow
Ecommerce business. In addition, we should strength the legal system, management system and credit system [20]. We can
improve the transaction security using advanced cryptographic standards.
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