
               Journal of Digital Information Management  Volume 10   Number  3  June 2012                          187

Experimental Evaluation for Impact Factors of Online Signature Verification

ABSTRACT: A study of online signature verification has
been carried out based on experimental evaluation. We
started by presenting a brief survey of the recent literatures
on important factors of online signature verification. Four
main issues have been addressed in the work: 1)
assessment for signature consistency caused by different
physiological factor. 2) Analysis for variation and
complexity of online signature. 3) Performance evaluation
for features widely used in several datasets. 4)
Comparative analysis for algorithms applied on acquired
datasets. From detailed experimental analysis, we
identified and characterized some important aspects of
online signatures.
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1. Introduction

Handwritten signature offers a range of advantages over
some other biometric modalities, including familiar to a
wide user group, known and established legal status,
acceptability by the public, the elimination of common
concerns about unwelcome connotations or health factors
associated with some other modalities, and the
convenience in execution afforded to users[1; 2].
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However, not all signature samples well suited for the
automated verification of the persons from whom they are
acquired. It is generally accepted that highly unstable
and easily imitated signatures are the main causes of
deterioration in online signature verification system
performance. This is a special issue since the stability of
a signature varies greatly between individuals.

The inaccuracy is due to the variations of human
characteristics and cross-device matching. These kinds
of variations may deeply affect signature quality and
system performance. Therefore, quality assessment is
considered as an important factor to take into account in
both the enrollment and verification phases.

Towards this goal, we assess the consistency of the
signature data and algorithm character. Using quality
information, the bad quality samples can be removed
during the enrollment step or rejected during verification.
The outline of the paper is organized as follows: related
work is given in Section 2. Section 3 deals with the various
impact factors of performance. Section 4 presents the
experiments and results, while conclusions and outlook
are drawn in Section 5.

2. Related work

In the field of document analysis and recognition, several
studies have been concerned with the exceptional ability
of humans in reading and recognizing handwritten script.
Different approaches can be considered to extract
signature information.

Brault and Plamondon represented an original attempt to
estimate the difficulty that could be experienced by a
typical imitator in reproducing both visually and
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dynamically. They derived a functional model of what a
typical imitator must do to copy dynamically any signature
and a specific difficulty coefficient was numerically
estimated for a given signature [3].

Poh et al. proposed a unified framework for quality-based
fusion of multimodal biometrics. Quality-dependent fusion
algorithms aimed to quantify the degree of conformance
of biometric samples to some predefined criteria known
to influence the system performance [4].

Houmani and Salicetti et al. proposed a novel measure to
quantify the quality of a skilled forgery sample in the online
signature framework. Such a quality measure was
constructed by adapting Personal Entropy to the context
of skilled forgeries production [5].

A study of the quality of on-line handwritten signatures
has been carried out based on the Kinematics Theory of
rapid human movements and its associated Sigma-
Lognormal model. Two main issues were addressed: 1)
what humanly-produced dynamic information differentiates
well-performing from bad-performing signatures, and 2)
whether that information can be used to predict the
performance of a signature on a given automatic
recognition system or not [6].

3. Impact Factor of the Verification Performance

3.1 Variation of Physiological Factor
Online signature is a behavioral biometric trait and the
main difficulties in automatic signature verification are
derived from the variability among signatures. The
signature quality may be influenced by some intrinsic
factors. Further more, signatures from the same user may
vary depending on the signing conditions or evolve during
large periods of time, leading to considerable intra-class
variability.

Complexity embodies some intrinsic character in
signatures of the same person. Generally speaking,
someone’s “university” is more complex than other
“university” if he writes the word in a different style. In our
experiment, we asked five people to give a score from 1
to 10 indicating their perceived degree of complexity when
he sees a range of signature samples. And the average
value was used as signature complexity.

The degree of intrinsic variability of the target signatures
plays an indirect role in forming the differences in the
individual rates. In order to evaluate the role of complexity
in the classification decisions and hence in the error rates
obtained, it is essential that the intrinsic variability of the
targets is kept the same. For this reason target signatures
with a very similar degree of perceived intra-class variability
were grouped together, thus forming a “stable” set. Low
score in the perceived variability rank form and an
“unstable” set of higher variability degree.

3.2 Algorithm of Feature Selection and Extraction
On-line signature verification adopted two main

approaches. Feature-based or global systems extract a
set of global features from each signature and create a
holistic n-dimensional vector describing it. Signatures are
then compared using distance measures like Euclidean
or Mahalanobis distance or statistical classifiers. Function-
based systems operate directly with captured or derived
time sequences (position, velocity, inclination, etc.). These
systems perform signature matching via elastic or
statistical techniques.

Hidden Markov Models (HMM) have been widely used by
the speech recognition community as well as in
handwriting recognition applications. Several approaches
using HMM for dynamic signature verification have been
proposed in the last years [7, 8]. An HMM represents a
double stochastic process, governed by an underlying
Markov chain with a finite number of states and a set of
random functions that generate symbols each of which is
associated with one state. Dynamic Time Warping (DTW)
has been widely adopted to compare sequence data. DTW
algorithm finds the best non-linear alignment of two vectors
such that the overall distance between them is minimized
[9, 10]. Support Vector Machines (SVM) is used to solve
classification and regression problems. They use kernel
functions to measure the similarity of two data objects,
which provide very good results for online signature
verification.

SVM use a hyperplane to separate two classes. For
classification problems that cannot be linearly separated
in the input space, SVM find a solution using a nonlinear
mapping from the original input space into a high-
dimensional so-called feature space, where an optimally
separating hyperplane is searched [11, 12]. Wavelets can be
simply described as orthogonal functions that are able to
cut up data into different frequency components, and then
study each component with the resolution matched to its
scale. The wavelet transform is a good choice for feature
extraction because of its capability to allow hierarchical
decomposition of functions in different levels of resolution
[13, 14].There are other feature extraction algorithms, such
as particle swarm[15] and ant colony[16] appeared in the
literature.

3.3 Difference of Devices and Databases
Sensor noise and transmission errors may have additional
influences. Biometric sample quality also depends on the
devices and database used for comparison. In the past,
several competitions were organized to measure the
performance of classifiers and dataset, such as MCYT,
SVC2004, F-Tablet, and SigComp 2011.

3.3.1 MCYT
The database was collected by Ortega-Garcia et al[17].
Signatures from 100 persons were used for evaluation.
For each person, five genuine signatures were used as
reference signatures, and twenty genuine signatures and
twenty-five skillfully forged signatures were used for
evaluation.

3.3.2 SVC 2004
The database was collected by Yeung et al. and was used
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for the First International Signature Verification
Competition[18]. The database is composed of databases
for task 1 and task 2. In task 2, pen position, pressure,
and inclination features are available, whereas in task 1,
just pen position features are available. For each task, a
signature database involving 100 sets of signature data
was created, with 20 genuine signatures and 20 skilled
forgeries. Dynamic information was obtained as a
sequence of equivalent time interval sampled parameters
of x-coordinate, y-coordinate, time stamp, button status,
azimuth, altitude and pressure represented as:(x(t), y(t),
s(t), b(t), α (t), β (t), p(t)), t ∈[1, T ], T is the number of sample
point. Azimuth and inclination angles of the pen used in
MCYT and SVC2004 are shown in Figure 1. Figure 2 shows
the information of genuine signature and forged signature
acquired by SVC2004.

inclination (0o-90o)
azimuth (0o-359o)

0o
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Figure 1. Azimuth and inclination angles of the pen
used in MCYT and SVC2004

Trajectory of genuine signature Trajectory of forged signature

1         31         61      91     121     151

Dynamic features of forged signature

Figure 2. Signature Information of Genuine Signature and Forged Signature Captured by SVC2004

3.3.3 F-tablet
The F-Tablet is capable of capturing three perpendicular
writing forces of the pen-tip to the contacting plane and
two dimension torques directly because of the core part
of a multi-dimension force/torque sensor [19; 20; 21]. With the
specially designed structure, the static trajectory and other
dynamic signals such as velocities, accelerations and
writing angles can also be calculated indirectly. The input
area of the tablet is 70×70 mm2 on the up-left side of the
F-Tablet, as shown in Figure 3 (a). The device is connected
to computer via USB interface with a maximum sample
rate of 120Hz. And there is no special requirement on the
writing pen. Figure 3 (b) illustrates the coordinate of the
F-Tablet. The coordinate is fixed during design and it won’t
change no matter how the writing pen is rotated. Figure 4
shows signature information of genuine signature and
forged signature captured by F-Tablet. Dynamic information
was obtained as a sequence of equivalent time interval
represented as:(Fx (t), Fy (t), Fz (t), Mx , My ).

3.3.4 SigComp2011
Marcus Liwicki et al. organized a signature verification
competition on the datasets with two scripts, Dutch and
Chinese [22]. In total 12 systems from 5 institutes were
received and experiments were performed on online and
offline Dutch and Chinese signatures. For evaluation,
Forensic Handwriting Expert (FHE) such as the likelihood
ratios was taken into account and used to assess the
value of the evidence. Dynamic information was obtained
as a sequence of equivalent time interval represented as:
x(t), y(t), z(t).
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 Figure 3 (a) Picture of the F-Tablet Figure 3 (b) Coordinate system of the F-Tablet

(a) Genuine signature generated by trajectory information (b) Forged signature generated by trajectory information

(c) Genuine signature generate by trajectory
information and Fz writing force

(d) Forged signature generate by trajectory information
and Fz writing force

Figure 4. Signature Information of Genuine Signature and Forged Signature Captured by F-Tablet

4. Experiments and Results

The accuracy is critical for determining whether the system
meets requirements and, in practice, how the system will
respond. It is traditionally characterized by two error
statistics, False Rejection Rate (FRR) and False
Acceptance Rate (FAR). FRR is the probability that a
biometric system fails to identify an enrollee or reject the
genuine enrollee. FAR is the probability that a biometric
system fails to reject an impostor or incorrectly accepts
a forger. It is common to use the Equal Error Rate (EER),
which is the point where FAR equals FRR, because FRR
and FAR are inversely related, lowering one often results
in increasing the other. In a perfect biometric system both
rate would be zero. Unfortunately, no biometric system
today can meet the requirements, so there must be a
trade-off between those two rates.

Experiment 1: Performance evaluation for different
physiological factor

Different physical or mental conditions of a person typically
have a more or less noticeable effect on the recorded
time series as well. In this paper, we investigated the
influence of age, illness, physical strain, and alcohol on
handwriting. The consistency for featureof i subject a is
defined as [23]:

Where m(a, i), m( f, i) and σ 2(a, i), σ 2( f, i) denotes the mean
and variance of genuine and forged signature respectively
among feature i. Here we considered the consistency
measure as signature quality score.

It is shown in Figure 5 that illness, stress and drunk are
in negative correlations to the quality score; in particular,
the amplitude of the writing force and the writing speed
may differ significantly if one was deeply drunk. It can be
concluded that drunk is the most influential factor of quality

di(a) =
| m(a, i) - m( f, i) |

σ 2(a, i) - σ 2( f, i)
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score. When one was young or old, his signature is not
stable and signature quality will degrade. This is confirmed
by our experiment. Here handedness mentioned in [24]
was not considered.

Figure 5. Performance evaluation for different
physiological factor

Experiment 2: Performance evaluation for variation
and complexity
Quality score is a general definition. In detail, the possible
connections between the complexity and intrinsic variability
of signatures and its effect on human verification
processing are very important issues in developing
strategies for practical biometric system.

In our experiment, judgments on the perceived complexity
of the target signatures were obtained from subjects who
were asked to assign a score indicating their perceived
degree of complexity. Another different group of subjects
were asked to rank the target signatures according to the
perceived relative consistency. Fig. 6 shows the effect of
sample variability with similar complexity.

Figure 6. Effect of sample variability with similar complexity

As can be seen from Figure 6, increasing intra-class
variability leads to an increase in the equal error rate EER,
an increase in the FRR and a decrease in the FAR. With
the increasing variability, more genuine signatures are
rejected with stricter threshold, and meanwhile, fewer
forgeries will be falsely regarded as genuine signatures.

The influence on the formation of the error rates was caused
by the degree of complexity is displayed in Figure 7.
Increasing complexity leads to an increase in EER and
the FRR, but a reduction in the FAR.

According to the experimental results, complex signatures
are more likely to lead to more rejections of their genuine
samples during a human visual verification and to fewer
forgeries being falsely accepted, as opposed to simple
signatures. With respect to the intra-class variability of
signatures, stable signatures are generally have more
genuine samples being falsely rejected, and fewer forgeries
being mistaken for genuine, compared with unstable
signatures.

Experiment 3: Performance evaluation for features
in different dataset
We evaluated the performance using the public databases:
MCYT, SVC2004, F-Tablet, and the latest SigComp2011.

Figure 7. Effect of sample complexity with similar
intra-class variability

Figure 8. Performance evaluation for features in
different dataset

Figure 8 mainly depicts the influence of different datasets,
such as MCYT, SVC2004, F-Tablet and SigComp2011 on
the system performance. Because F-tablet and
SigComp2011 can not capture Azimuth and Altitude
information and there is no such information can be used,
here in Figure 8 Azimuth and Altitude were not presented
for F-Tablet and SigComp2011. The system performance
was evaluated in EER, which is the average value of 6
algorithms used in experiment 4. As can be seen from
Figure 8, pressure was better than both altitude and
azimuth but was worse than pen position and velocity
features. Here we use writing forces and Z instead of
pressure which can’t be acquired in F-Tablet and
SigComp2011.
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Experiment 4: Performance evaluation for different
algorithm on different dataset
In order to obtain results that are representative for practical
scenarios of handwritten signature verification, we applied
several widely used algorithm on datasets introduced
above.

   MCYT       SVC2004          F-Tablet      SigComp2011 total

HMM       5.2            4.72 4.71 3.92  18.55

DTW      4.35            3.27 2.28 2.76 12.66

DWT       5.6            6.34 6.29 7.17   25.4

SVM      6.34            2.12 4.58  2.13 15.17

Particle Swarm       7.2            8.23 5.14 4.67  25.24

ant colony      6.23            8.11 7.34 4.54  26.22

total     34.92           32.79               30.34               25.19

Table 1. Performance evaluation for different algorithm on different dataset

It can be seen from table 1 that the DTW and SVM perform
well, with total EER 12.66% and 15.17% respectively,
which is also confirmed in many literatures. When it comes
to dataset, SigComp2011 and F-Tablet outperform
excellent performance. It can be explained that Forensic
Handwriting Expert was taken into consideration in
SigComp2011, which improve the quality of signature.
Meanwhile, both writing forces and trajectory information
can be acquired by F-Tablet, which is beneficial to
accuracy.

5. Conclusion

Verification performance of online signature verification
system is highly user-dependent, i.e. some clients could
be easy to forge while some others could be difficult to
imitate.

In this paper, we started by presenting a brief survey of
the recent literature on important factors of online signature
verification, including variation and complexity of
physiological traits, performance of different feature
selection and feature extraction algorithms and difference
of acquisition devices and datasets. Then from a detailed
experimental study, we identified and characterized some
important aspects of online signatures analysis.
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