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Abstract. Trust evaluation is an essential service to ensure
reliability on security relationships on networks, including
Mobile Ad Hoc Networks (MANETs). However, the
implementation of an effective trust evaluation service is
very difficult in these networks, due to their dynamic
characteristics. Though many trust evaluation services
for MANETs can be found in the literature, they were not
designed considering malicious attacks or were not
evaluated under these attacks. This work presents TRUE,
a distributed trust evaluation service for MANETs which
creates a self-organized context-based trust network. To
estimate the trustworthiness of other nodes, nodes form
trust chains based on behavior evidences maintained
within the context-based trust network. Periodically, nodes
exchange trust information with the neighbors, providing
an efficient method to disseminate these information
through the network. Simulation results show that TRUE
is very efficient on gathering evidences to build the trust
networks, maintaining a small communication and memory
overhead. Further, it is the first trust evaluation scheme
evaluated under bad mouthing and newcomers attacks
and it maintains its effectiveness in such scenarios.
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1. Introduction

In spite of the several researches in the recent years to
cope the security vulnerabilities and treats on Mobile Ad
Hoc Networks (MANETs), this area continues being one
of the most challenging issues for such networks [29].
MANETs are highly vulnerable to security threats due to
wireless communication and dynamic topology. The
wireless communication channel allows adversaries to
easily perform attacks, while the dynamic topology requires
that all security mechanisms must be distributed. All these
characteristics difficult the implementation of security
applications for MANETs [31].

Though cryptography may be used to ensure
communication security, it does not provide information
about the reliability of the nodes [15]. Further, many
cryptographic mechanisms, such as key management
[16, 19], rely on some degree of pre-established trust
between nodes. However, trust in any kind of open network
is very difficult to be valued and has received a lot of
attention from the security community [4].

Trust can be defined as “the trustworthiness of a trustor, or
howmuch it is willing to take the risk of trust, in a trustee”
[7]. In this context, trust management can be defined as
a mechanism to allow nodes, without any previous
interactions, to establish connections with a pre-defined
level of trust among themselves [3]. Examples of using
trust management include support in decisions as intrusion
detection [1], authentication [11], access control [17], and
isolation of misbehaving nodes for effective routing [18].
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The use of trust evaluation techniques to mitigate security
threats is very relevant in open networks [2]. In MANETs,
trust can be used in routing strategies, distributed storage,
location management, and key management or
establishment. Though trust evaluation schemes are
essential for several security services, most of schemes
found in the literature for MANETs either did not consider
or were evaluated under misbehavior attacks. Besides,
the use of a non-secure trust evaluation scheme can harm
the entire secure solution of the system. Further, the few
schemes which considers the presence of malicious
nodes are limited to a single network operation, such as
routing.

This work presents TRUE (TRUst Evaluation service for
MANETs) to support applications in a dynamic and
autonomic way, while being able to resist to misbehavior
attacks. In TRUE, each node creates a context-based
trust network in a self-organized way to support and provide
trust information within a predetermined context. The
context-based trust network contains all trust information
that a node has about other nodes in such a context.
These information, or evidences, are gathered via direct
interaction or via recommendation, considering the system
security policies. The trustworthiness of a node is always
locally computed, without any message exchange, based
on the trust network of the node.

TRUE was evaluated in scenarios under two kinds of
attacks: bad mouthing and newcomer ones. Bad mouthing
attacks consist of malicious nodes providing dishonest
trust evidences to defame good nodes or enhance trust
values of bad ones [10]. Newcomer attacks consist of
malicious nodes registering a new identity and assigning
high trust values to it. If the trust evaluation scheme suffers
from the newcomer attack, a malicious node might remove
its bad history by registering itself with a new identity
[25].

Simulations performed in Network Simulator version 2.34
(ns-2.34) confirm that TRUE is robust and efficient.
Results show that trust evidences are quickly
disseminated through the network and nodes are able to
effectively estimate the trustworthiness of other nodes.
Also, it is possible to notice that the scheme is resistant
to bad mouthing and newcomer attacks, in which
malicious nodes try to jeopardize other nodes.

The rest of the article is organized as follows: Section 2
lists the related work, their characteristics and limitations;
Section 3 details the operation of the TRUE and its
procedures; Section 4 contains the evaluation of the
proposed service; finally, Section 5 contains the conclusion
and future work.

2. Related Work

Several trust evaluation schemes have been proposed in
order to support and maintain trust evidences of nodes in
MANETs . In [14], it is proposed the Ant-Based Evidence

Distribution (ABED), based on the swarm intelligence,
which is claimed to be highly distributed and adaptive to
nodes mobility. In ABED, nodes interact with each other
through agents (“ants”), which are able to identify an
optimal path to accumulate trust evidence. However, it
was not evaluated under any type of attack.

In [26], a trust evidence evaluation scheme is proposed.
It is modeled as a path problem in a direct graph. This
scheme considers a source node as a trusted entity to
support the infrastructure, violating the decentralized
characteristics of MANETs. Further, trust and confidence
values are binary represented rather than
continuousvalued.

A concept of self-organizing trust-based physical-logical
domains for grouping nodes and support for distributed
control in the network is presented in [28]. It introduces a
security architecture based on trust-domain which uses
trust to establish keys between nodes and to establish
secure distributed control in MANETs. Nodes use trust
information to form groups and to establish pair-wise keys
in the groups. Even though authors describe trust
formalization and trust evaluation, the scheme was not
evaluated under attacks, and it is suitable just for
establishing group keys.

A distributed reputation evaluation which claims to prevent
malicious nodes from entering the trusted community was
proposed in [5]. However, no specific attack model was
addressed. In [32], a trust calculation algorithm was
proposed, to evaluate trust based on a trust certificate
graph. However, the use of trust certificates implies in
digital signatures verification within a trusted node or entity.

Trust evaluation schemes have also been used to support
other applications in MANETs, such as authentication and
packet routing. In [8], for example, it is proposed a trust
evaluation scheme to support secure authentication for
MANETs. It assumes that nodes form groups with primary
and backup certificate authority servers inside.

Trust values of nodes are augmented from their previous
trust values using a Markov chain trust model. Then, the
node with the highest trust value in the group is selected
as the certificate authority server, and the node with the
second highest trust value is selected as the backup
server. However, the scheme creates a centralized
certificate authority, which is not desirable in MANETs.

In [13], is presented SORI, which uses cooperation
incentive based on reputation, stimulating packet
forwarding and disciplining selfish nodes through
punishments. In SORI, the reputation of a node is
calculated using objective metrics, such as effectiveness
in packet forwarding. However, it considers that the
reputation of a node is only useful to the physical neighbors
of such node. This characteristic makes the
implementation of SORI to support other applications very
difficult. Other schemes that use reputation and trust
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estimation to enforce packet routing can be found in the
literature [6,9,20]. However, none of them were evaluated
under attacks and are limited only to support routing
strategies.

In [27] is presented a trust model which claims to be
resistant to slander attacks, a variance of the bad mouthing
ones. Such a scheme provides nodes with a mechanism
to build a trust relationship with their neighbors. However,
the scheme just allow the nodes to evaluate the
trustworthiness of direct neighbors. Thus, the solution is
not suitable for applications that require trust information
of nodes out of the radio range. In [23] is presented a
trust evaluation scheme which considers malicious
attacks. However, it is designed just to secure routing
operations and detects only malicious nodes acting in
the routing strategies.

3. TRUE: TRUst Evaluation service for MANETs

This section describes the operations of the proposed
trust evaluation scheme, called TRUE (TRUst Evalution
service for MANETs). Initially, the notation and the sys-
tem model which is used through the rest of this article.
Thus, it is presented how nodes create their own context-
based trust network graphs and how they can update these
graphs, gathering evidences from other nodes. Then, it is
described how nodes evaluate trust values of other nodes,
and how they can integrate the information from different
nodes.

3.1 Notation and System Model
Table 1 summarizes the notation used in the rest of the
article.

n
i

     identity of node i

TV      trust value from a trustor nx to a trustee nv

TC      trust chain x from node nx to node nv

a || b      information a concatenated with information b

G
tr

     context-based trust network graph

G
tr

     context-based trust network graph of node nx

| Z |      size of a given set Z

n
a
 → n

b
     node na trusts node nb

∆
Tex

      interval of information exchanges

α      threshold of trust exchanges

β      threshold of trust evaluations

≅      approximately

x

Notation Description

x

Table 1. Notation

Due to the unique characteristics of MANETs, some
concepts and features of trust should be carefully
defined [12,24]:

• trust is not necessarily transitive: if node n
a
 trusts node

n
b
, and node n

b
 trusts node n

c
, it is not true that node n

a

trusts node  n
c
, but it might be considered.

• trust is asymmetric: the fact that node n
a
 trusts node n

b

does not necessarily means that node n
b
 also trusts node

n
a
.

• trust is subjective: as trust is inherently a personal opinion,
two nodes can often evaluate trustworthiness about another
node differently.

• trust is context-dependent: node n
a
 may trust in node n

b
to provide a routing service but it does not trust in node
nb to provide another service.

• trust evaluation should be fully distributed: trust
management schemes must not rely on a trusted third
party to determine the trustworthiness of nodes.

• trust management should consider non-cooperative nodes:
resource-restricted environments, like MANETs, are
composed by nodes which can present selfish behavior.

• trust value must be continuous: the level of trust in a node
must be measured by a continuous real value.

• trust is dynamic: as the trust value represents a personal
opinion, nodes can change its evaluation about other
nodes.

Based on these concepts, TRUE is proposed. The ser-
vice focuses on self-organized mobile ad hoc network
consisting of a set of N nodes identified by n

1
, n

2
, ..., n

n
.

Without losing generality, nodes are considered to have
similar functionalities, contributing to network operations
and maintenance. In TRUE, each node creates a con-
text-based trust network represented by a direct graph
G

tr
 = (V

tr 
, E

tr 
), in which the vertices V

tr
 are the nodes and

edges E
tr
 represent the trust relationship between them.

All trust information stored in the trust network is related
with a context, and cannot be evaluated out of it. For
simplicity, this article considers only one context at a
time. However, it is trivial to represent additional context
information on context-based trust networks.

3.2. Building context-based trust networks
When joining the system, each node creates its own trust
networks G

tr
 = (V

tr 
, E

tr 
) in a self-organized way. Initially,

nodes have knowledge only about nodes with which they
have direct trust relations, and only such data are stored
in the trust network. Then, in predetermined time inter-
vals (∆T

ex 
)), nodes exchange trust evidences stored in

their local trust network with their physical neighbors.
Thus, trust values will quickly travel through the network
following an epidemic behavior [21,30].

Trust information exchange occurs as follows :

• In ∆T
ex

 intervals, each node n
x
 creates a Trust Information

Message, denoted by TIM = [G
tr 

 ||n
x 

|| timestamp]. This
message contains all trust evidences stored in its context-
based trust network, its identity, and a timestamp.

• After creating it, node n
x
 sends this message to all of its

neighbor.

ii i

x

(n
x
, n

v
)

(n
x
, n

v
)
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• Upon receiving a TIM message, node n
v
 evaluates the

relevance of the received evidences by calculating the
trustworthiness of node n

x
(TV

          
   ). Then, it decides

whether it accepts or not such evidences, based on local
policy rules. For that, each node has a threshold value,
α, in which it accepts trust evidences iff. TV              ≥ α.

• If n
v
 accepts the trust evidences, it incorporates the

received information on its context-based trust network.

• Otherwise, trust evidences are discarded.

3.3 Trust Evaluation
To evaluate the trust on node n

u
, node n

x
 must either have

a direct connection with node n
u
 in G

tr
 or it finds at least

one trust chain (TC) from n
x
 to n

u 
in G

tr
. Trust chains

represent a transitive trust from nx to n
u
. The trust network

graph G
tr
 is depicted in Figure 1. As node n

x
 can find

several different trust chains between itself and n
u
 in G

tr
,

each chain is denoted as TC i         .

If n
x
 has a direct trust with n

u
, only this value is considered

in the trust evaluation. Considering the example of Figure
1, it is possible to notice that n

x
 has a direct trust

relationship with n
q
, and it has 80%of confidence in

services provided by n
q
 in this context. However, in this

example n
x
 does not have a direct trust relationship with

n
u
. Hence, it tries to find a trust path in G

tr
, estimating the

trustworthiness of each chain, and calculating a weighted
mean for each one.

Upon finding a chain, node n
x
 must compute its trust.

Consider n
1
 to n

m
 the m intermediary nodes in the ith trust

chain, denoted as TC i          , equation 1 estimates the
trustworthiness of TC i                 :

(n
v 

, n
x
)

(n
v 

, n
x
)

x

x

x

x

(n
x
, n

u
)

(n
x
, n

u
)

(n
x
, n

u
)

x

Returning to figure 1, there are several chains between n
x
 e

n
u
, for example:

1. chain (n
x
 → n

q 
→ n

m
 → n

u
), trust chain value

       TC1             = 0.8 × 0.6 × 0.7 = 0.336;

2. chain (n
x
 → n

q
 → n

b
 → n

f
  → n

m
 → n

u
), trust chain value

            TC 2             = 0.8 × 0.3 × 0.5 × 0.8 × 0.7= 0.067.

(n
x
, n

u
)

(n
x
, n

u
)

Furthermore, nodes can use a threshold value for each edge
of the trust chain (β value). If at least one edge of the trust
chain has a trust value below this threshold, the chain is
disconsidered before even compute the trust chain value.

For example, if node n
x
 consider β > 0.4, it would discard

chain 2 of the above example, as it has an edge with trust
value equals to 0.3.

After calculating the trust value for all chains, the trust value

TV         can be calculated applying a weighted mean, as

follows (equation 2):
(n

x
, n

u
)

( )

( ) ( )( )
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k
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i
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i
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TC TC
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TC

=

=

×
=
∑

∑

The weighted mean reduces the impact of transitivity in
trust chains. In fact, the greater the chain, the less reliable
it is. Thus, this method aims to privilege small chains,
following a social perspective.

4. Evaluation

The Network Simulator(NS) version 2.34 was used to
evaluate the performance and effectiveness of TRUE.
Simulations were made considering both honest and
malicious nodes. Malicious nodes alter trust values of
other nodes unpredictably and arbitrarily aiming to
jeopardize the system.

In the simulations, 100 nodes use the IEEE 802.11 with
distributed coordination function (DCF) as the medium
access control protocol. The radio propagation follows the
two-ray ground propagation model and the communication
range is 120m. Nodes move on an area of 1000m x 1000m,
following the random waypoint model with a maximal
speed of 20 m/s, and pause time of 20s. The total time of
simulations is 2000s and results are averages of 35
simulations with 95% of confidence interval.

During network formation, each node randomly generates
trust values for the nodes it trusts. Initial trusts relations
follow a power-law distribution, in which only few nodes
have many trust relationships (at most 15). The power-
law distribution correctly approximates the trust operation
in dynamic networks, as P2P and MANETs [22]. Then,
trust values are set randomly following a normal distribution
of continuous values from 0 to 1. The exchange information
interval ∆T

ex
 is set to 10 seconds.

Figure 1. Example of trust chain G
tr
 from node n

x
x

TRUE was evaluated under three aspects: (i) the
communication cost; (ii) the average calculated trust in
trust networks and the percentage of nodes which are
considered reliable in scenarios without attackers; (iii)
the average calculated trust in trust networks and the
percentage of nodes which are considered reliable in
scenarios under bad mouthing and newcomer attacks.
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i
n n n n n nn n

j

TC TV TV TV
+

−

=

= × ×∏ (1)

(2)



266                       Journal of Digital Information Management  Volume 10   Number  4   August  2012

4.1 Communication cost
The communication overhead is extremely small. TRUE
uses only one hop messages to update trust networks,
while it does not use any messages to build trust chains,
i.e. it does not need any message to estimate the trust of
other nodes. Note that it is even possible to piggyback
update messages within other control messages. Thus,
its communication cost depends exclusively on update
messages.

Moreover, it is possible to increase ∆T
ex

 to reduce its
communication cost. This function can be useful to
postpone the battery exhaustion of a node. However, the
time to disseminate trust evidences depends directly on
∆T

ex
, a higher ∆T

ex
 implies on a higher delay to disseminate

evidences.

The memory overhead is also small. Nodes must maintain
only the context-based trust networks. On the other side
the computational overhead to maintain the scheme
updated might be significant. Nodes must compute trust
values for every TIM message received. If the node decides
to accept a TIM message, it must recompute the entire
trust network graph considering such information.
Consequently, the computational overhead depends
directly on ∆T

ex
 and on the number of neighbors each node

has.

4.2. Scenarios without attackers
Considering scenarios without attackers, TRUE was evalu-
ated varying the threshold for information exchanges (α)
and threshold for trust chains values (β). It is expected
that in scenarios with more rigorous threshold values,
nodes will be able to obtain information about a smaller
set of nodes and, consequently, to estimate the trustwor-
thiness of fewer nodes.

Figure 2 shows the average calculated trust in context-
based trust networks. Estimated trust values are also rep-
resented in Table 2. In scenarios with α = 0.1 and β = 0.1,
the average trust value is also approximately to 0.2 due to
node accepting recommendations from nodes with small
trust value. In this case, trust chains can be formed using
unreliable nodes.

 0.0  0.1  0.2  0.3  0.4  0.5  0.6  0.7  0.8  0.9

0.0 0.07 0.19 0.23 0.27 0.31 0.35 0.40 0.44 0.49 0.52

0.1 0.07 0.19 0.23 0.27 0.31 0.35 0.40 0.44 0.49 0.52

0.2 0.07 0.19 0.23 0.27 0.31 0.35 0.40 0.45 0.49 0.52

0.3 0.08 0.19 0.23 0.27 0.31 0.35 0.40 0.45 0.49 0.52

0.4 0.08 0.19 0.23 0.27 0.31 0.35 0.40 0.45 0.49 0.52

0.5 0.09 0.20 0.24 0.28 0.31 0.35 0.40 0.45 0.49 0.52

0.6 0.11 0.21 0.25 0.29 0.32 0.36 0.40 0.45 0.49 0.52

0.7 0.19 0.27 0.30 0.33 0.35 0.38 0.41 0.45 0.49 0.52

0.8 0.36 0.39 0.40 0.42 0.43 0.44 0.45 0.47 0.49 0.53

0.9 0.51 0.52 0.52 0.52 0.52 0.52 0.52 0.52 0.52 0.53

αβ

Table 2. Average of estimated trust values - Graphic values
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Figure 2. Average of estimated trust values

On the other hand, in scenarios with α = 0.9 and β = 0.9,
the average trust value is 0.53. It is possible to observe
that β value has a higher impact on the results. With
α = 0.6, the average of calculated trust values is always
higher than 0.4, independent of β. It is important to point
out that the objective of the scheme is not to increase the
trustworthiness of nodes, but to estimate it.

Figure 3 shows the percentage of nodes which are con-
sidered reliable by each node according to α and β val-
ues. Percentage of reliable nodes are also represented in
Table 3This result is directly related with the ones pre-
sented in Figure 2. In scenarios with both α ≤ 0.4 and
β ≤ 0.5, the percentage of nodes which are considered
reliable is higher than 95%. If α = 0.8, the percentage of
trust nodes is around 30%. If α = 0.9 and β = 0.9, this per-
centage is close to 15%.

Table 4 shows the average time (in seconds) necessary
to propagate a trust information through the network and
the average size of the context-based trust networks, both
considering the threshold for information exchanges (α).
Note that the time to disseminate trust information is
smaller with α = 0.0 or α = 0.9 and it is higher with α = 0.4
and α = 0.5. It occurs because with α = 0.0 nodes accept
trust evidences from any other node. Thus, data will be

0.6
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0.4

0.3

0.2
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α
β   0.0   0.1   0.2   0.3   0.4   0.5   0.6   0.7   0.8   0.9

0.0 99.00 99.00 99.00 98.79 97.06 90.48 75.61 52.76 31.11 15.70

0.1 99.00 99.00 99.00 98.79 97.06 90.48 75.61 52.76 31.11 15.70

0.2 99.00 99.00 99.00 98.79 97.06 90.48 75.58 52.73 31.09 15.68

0.3 98.93 98.95 98.96 98.76 96.99 90.41 75.54 52.66 31.06 15.67

0.4 98.48 98.54 98.51 98.33 96.71 90.23 75.33 52.56 31.01 15.64

0.5 96.99 97.07 97.05 96.92 95.64 89.60 74.93 52.28 30.83 15.54

0.6 92.62 92.73 92.85 92.75 91.68 86.84 73.82 51.71 30.42 15.32

0.7 79.23 79.59 79.92 79.95 79.09 75.53 66.24 49.56 29.53 14.99

0.8 50.71 50.78 50.94 51.07 51.09 50.22 46.84 38.90 27.90 14.71

0.9 17.41 17.41 17.42 17.42 17.42 17.44 17.44 17.41 16.94 14.58

Table 3. Percentage of reliable nodes without attackers - Graphic values
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exchanged very quickly. At the other extreme, if α = 0.9,
nodes accept trust evidences only from very close friends.
In this case, even if it does not have many evidences stored
locally, it will not accept information from other nodes. Also,
increasing the value of α, less information is exchanged
and the trust networks are smaller, i.e. fewer nodes are
locally stored in context-based trust networks.

4.3 Scenarios considering attackers
TRUE was also evaluated in scenarios under two kinds of
attacks: bad mouthing and newcomer (or Sybil) attacks.
Bad mouthing attacks consist of malicious nodes provid-
ing dishonest trust evidences to defame good nodes or
enhance trust values of bad ones [10]. Newcomer attacks
consist of a malicious node registering a new identity and
assigning high trust values to it. If the trust management
suffers from the newcomer attack, a malicious node can
remove its bad history by registering itself with a new iden-
tity [25]. In all scenarios, attacks start after nodes build
their trust networks.

First, TRUE was evaluated under bad mouthing attacks.
In such attacks, malicious nodes change the value of other
nodes to 1.0. It was also considered that malicious nodes
can perform an attack in collusion, in which several at

Figure 3. Percentage of reliable nodes without attackers

tackers choose the same node to change the trust value.

α        Time (sec.)       Nodes (%)

0.0 198.51 100.00%

0.1 713.54 99.99%

0.2 801.49 99.96%

0.3 885.14 99.92%

0.4 936.97 99.35%

0.5 926.96 96.94%

0.6 878.08 92.57%

0.7 768.51 78.98%

0.8 598.22 50.37%

0.9 281.08 17.34%

Table 4. Time to disseminate trust evidences
and percentage of nodes in trust networks

Figure 4 shows the impact of bad mouthing attacks in
the TRUE. Note that in scenarios with small α and β the
percentage of affected nodes is close to 0, as all nodes
already trust on almost all nodes. Results also show
that the worst case occurs with α ≅ 0.7 and β ≅ 0.7 and
10% of attackers (Figure 4(c)). In this case, the percent-
age of compromised nodes are only 15%.

Table 5 shows how much the system is affected in sce-
narios with attackers, evaluating the variation of trust
values calculated by nodes. Such an evaluation consid-
ers just scenarios with α = 0.0, i.e scenarios in which
nodes exchange trust evidences with all other nodes.
Note that under 5% of attackers and β = 0.9, the variation
of trust values is 0.3277. Also, in scenarios with 10% of
attackers and β < 0.6, the variation is always below 0.2.

Finally, TRUE was evaluated under newcomers attack.
In such attacks, after the system initialization and con-
struction of trust networks, malicious nodes create a new
identity and assign a high trust value to it. This attacks
was also evaluated considering that malicious nodes act
in collusion. Presented results on Figure 5 consider α ≥
0.7, in which nodes accept recommendations only from
more reliable nodes.
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Figure 4. Scenarios under bad mouthing attack

Attackers

   2%        5%       10%

0.0 0.0055 0.0116 0.0158

0.1 0.0271 0.0503 0.0671

0.2 0.0365 0.0655 0.0868

0.3 0.0432 0.0803 0.1045

0.4 0.0561 0.0987 0.1290

0.5 0.0884 0.1355 0.1700

0.6 0.1619 0.2081 0.2390

0.7 0.3258 0.3403 0.3574

0.8 0.4300 0.4403 0.4339

0.9 0.2829 0.3277 0.3377

β

Table 5. Trust variation in scenarios under attack

Finally, TRUE was evaluated under newcomers attack. In
such attacks, after the system initialization and construc-
tion of trust networks, malicious nodes create a new identity
and assign a high trust value to it. This attacks was also
evaluated considering that malicious nodes act in collu-
sion. Presented results on Figure 5 consider α ≥ 0.7, in

which nodes accept recommendations only from more
reliable nodes.

Figure 5 shows increasing the values of α and β decreases
the impact of the attack. In scenarios with with α = 0.9,
independent of value of β and the number of attackers,
the percentage of affected nodes is always less than 10%.
Also, in scenarios with α = 0.8 and β = 0.8, about 25% of
nodes are compromised. With α = 0.7 and β = 0.7 and 10%
of attackers, less than 10% of nodes are affected, show-
ing that the proposed scheme is still valid even in the
presence of several attackers.

5. Conclusions

Cryptography has been the main technique employed to
provide security in MANETs. Besides, several crypto-
graphic mechanisms rely on pre-established trust rela-
tions between nodes. However, trust is very difficult to be
valued in MANETs. Several trust management schemes
have been proposed [5,6,8,9,13,14,20,23,32], but none
of them were evaluated in scenarios under misbehavior
attacks. Attacks such as bad mouthing or newcomer, if
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Figure 5. Scenarios under newcomer attack

performed successfully against the trust management sys-
tem, can compromise the entire security of the system.
Moreover:

• No specific attack model was addressed nor evaluated
on [5,6,9,20].

• Some schemes are limited only to support routing
strategies [6,9,20].

• Support for other applications is very difficult in [13].

This work presents a new trust evaluation scheme in which
nodes create a context-based trust network, called TRUE
(TRUst Evaluation service for MANETs). Such trust network
contains trust information about other nodes, gathered
via direct observations or via recommendations. Then, each
node estimates the trustworthiness of other nodes which
it does not have previous interaction building trust from
the information stored in the trust network.

Simulation results show that TRUE is very efficient on
gathering evidences to build the trust networks. Moreover,
though the scheme has not been described to prevent
attacks, it was evaluated under bad mouthing and
newcomer attacks. The evaluations show that the scheme
is able to resist up to 10% of attackers, if it is configured

to take rigorous decisions. Future work includes the
evaluation of the scheme under other kinds of attacks,
such as on/off and conflicting behavior ones.
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