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ABSTRACT: Cloud computing has become a hot
technology. The virtualization technology, one of its core
support technologies, is also developing quickly. In recent
years, a lot of research and practice have been done in
the virtualization field. Live virtual machine migration has
drawn much attention as a representative technology of
the virtualization field. This paper summarizes the research
progress of live virtual machine migration technology
including pre-copy, post-copy and CR/TR-Motion analyzes
the future research trend.
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1. Introduction

Cloud computing has become the most promising research
in the field of distributed systems. IaaS (Infrastructure as
a Service) [1] is considered to be a pioneer in cloud
computing. The VM (virtual machine) technology [2-3] is
the most crucial to IaaS for achieving high flexibility and
scalability. Live VM migration technology embodies
flexibility and availability of VM technology. Currently, live
migration is widely used for maintenance management in
virtualized cloud computing data centers. When the
workload of an individual host is too heavy, we can move
its VMs which are providing services to an idle host in
order to achieve load balance through live migration. When
any host needs to shut down for maintenance, we can
move their VMs to other hosts transparently through live

migration. We can move the VMs providing services to
clients through live migration in order to achieve highly-
efficient local services.

2. Basic concepts

2.1 Live migration of virtual machines
Live virtual machine migration is the process used to move
a VM running an operation system and some services as
a migration unit from the source host to the target host
while keeping the VM running. The services running on a
VM can always have the ability to respond to user
requests. After live migration is completed, the VM
resumes running on the target host. The time of service
interruption is very short. Meanwhile, in order to ensure
that a VM can resume and keep running on the target
host, it must transmit enough information, such as disk,
memory, CPU, I/O devices, etc. Memory migration is the
most difficult since the memory has a huge amount of
information which is always changing and the information
is necessary. The migration of CPU states and I/O devices
is relatively simple since they include a small amount of
information.

2.1.1 Memory migration
Memory migration is the most important and complex
stage during the live migration of VM. During the migration,
the memory process consists of three stages [27-28]:

1) Push
During the VM running, if its memory pages meet the
conditions for the migration, the memory pages will be
copied from the source host to the target host. And
according to some policies, the memory pages which
meet the migration condition will be iteratively copied round
by round to target hosts.

2) Stop-and-Copy
The VM stops working. And then source host copies the
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remaining memory from the dirty pages and the pages
that have never been copied, to the target host. After the
target VM is synchronized with the source VM, the target
VM begins running and the source host releases the
corresponding resources.

3) Pull
During the target VM running, some pages are accessed
and not copied to the target host; the pages will be copied
from the corresponding location of the source host.

2.2 Evaluation metrics of live migration
During memory migration, in order to obtain the integrated
run-time states of VM at some time, the VM needs to be
suspended for a period of time while running normally. If
the time interval is small enough, the migration mechanism
is able to ensure that the connection between the VM
and the external network doesn’t time out and that it avoids
a situation where VM applications for external use are
inaccessible. We define the time interval as VM downtime.
It is equal to the time interval from the moment the source
VM suspends running to the moment the target VM
resumes running. In other words, it’s the duration that
during which the VM switches states between the source
host and the target host. The duration of VM downtime is
determined by the remaining states data and the available
physical network bandwidth. Therefore, if the remaining
data is too much or the physical network bandwidth is
too little, the duration of VM downtime will be extended.

In practice, the mechanisms of live VM migration ought
to ensure transparency as much as possible. That is, the
migration process is transparent for the VM and its
applications. At the same time, the migration mechanisms
also need to weigh all aspects of the performance and of
the occupied physical resources by the migration process
itself.

(1) VM downtime: the duration during which the VM stops
running directly reflects the period of time, in which the
VM is inaccessible.

(2) Total migration time: the duration from the moment
the migration starts to the moment the migration ends; it
is the duration during which the migration process is
dependent on the physical resources. The physical
resources mainly include physical network bandwidth and
CPU.

(3) Total data transmitted: the number of memory pages
to be copied during the migration; directly reflects the
occupied physical network bandwidth by the migration
process. the total data is transferred while synchronizing
both of the VMs’ states.

(4) The loss of VM applications performance: the execution
delay of VM applications or the performance jitters of VM
and its applications; directly reflects the influence of the
migration process upon VM applications performance.

3. Memory migration algorithms

The combination of push and stop-and-copy is a kind of
live migration solution, pre-copy algorithm. Its key idea is
that firstly the source host copies all memory pages to
the target host; secondly, it iteratively copies the memory
pages which meet the criteria to the target host round by
round; and after every round of iteration, it checks whether
it meets the stop-and-copy condition or not. If yes, the
migration begins to perform stop-and-copy. The source
VM stops running and the source host transmits the
remaining pages to target host. When the memory state
of the target VM is consistent with that of the source VM,
the target host starts the target VM and the source host
destroys source VM.

The combination of stop-and-copy and pull is also a live
migration solution, post-copy algorithm. The solution firstly
performs a stop-and-copy stage. The source host copies
the data which is necessary for the running of VM to the
target host. Temporarily, the source host doesn’t release
the resources. And then in the target host, the VM begins
running. The rest of the memory pages will be copied and
transmitted only when the target VM has access to them
during target VM running. When all memory pages finish
being copied, the source host will release the resources
and destroy source VM.

At present there are mainly two kinds of popular memory
migration algorithms: pre-copy and post-copy.

3.1 Pre-copy algorithm and its variants

3.1.1 Standard Pre-copy algorithm
Pre-copy [4] was proposed and implemented by Clark et
al. Pre-copy divides memory migration into three stages:
first, it copies the total memory of the source VM to the
target host with the source VM running. Secondly, pre-
copy begins the iteration process that the source VM
copies the dirty pages which are updated in the last round
of iteration and aren’t updated until now in the current
round of iteration to the target VM. At the end of every
round of iterations, the algorithm determines whether the
current state meets the conditions of entering the stop-
and-copy stage. If not, the iteration goes on. Finally, the
termination condition of iteration copy is met. Pre-copy
begins the stop-and-copy process. The source VM stops
running and copies the rest of the dirty pages to the target
host. The termination condition of iteration copy is that
the number of dirty pages is converged to the number of
the prescriptive least dirty pages after several rounds of
iterations.

According to the used state of the page, the memory
page in pre-copy which will be migrated is divided into
three categories, i.e. three kinds of bitmap page of pre-
copy: TO_SEND, TO_SKIP and TO_FIX. The three kinds
of bitmap page are described as following:

• TO_SEND: marks the pages which got dirty in the
previous iteration process, i.e. the pages which need to
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be transmitted in this iteration.

• TO_SKIP: marks the pages which can be skipped in
this iteration.

• TO_FIX: marks the pages which need to be transmitted
in the last iteration.

As illustrated in table 1, only in the case where the nth bit
of TO_SEND is 1 and the nth bit of TO_SKIP is 0, the
system thinks that the memory page n has finished
updating. The pre-copy then copies the memory page n
to the target host during the current iteration.

The advantages and disadvantages of this algorithm are
obvious. Firstly, compared to pure stop-and-copy, pre-copy
algorithm has optimized VM downtime and total migration
time. However, in the case of high-load, as many memory
pages are frequently updated, pre-copy needs to
repeatedly judge the dirty pages and iteratively copy them
until reaching the ceiling of the number of iteration copy.
Then it begins the stop-and-copy process. This obviously
has a longer VM downtime and total migration time.

3.1.2 Improved Pre-copy algorithm
Fei Ma et al. proposed live VM migration based on an
improved pre-copy approach in [30]. They add a bitmap
page named TO_SEND_LAST in their improved pre-copy
approach. TO_SEND_LAST records those frequently
updated pages. In order to facilitate control, we think if it
appears a retransmission of the page, the page should
be put into the TO_SEND_LAST bitmap page, i.e. the
page which appears in the TO_SKIP bitmap page should
also be put into the TO_SEND_LAST bitmap page.

As is shown in Figure1 (a), those frequently updated pages
are transmitted repeatedly in the pre-copy approach of
live migration. However, in the improved pre-copy approach,
the frequently updated pages are put into the
TO_SEND_LAST bitmap page, and transmitted only in
the last iteration, so the set of dirty pages can converge
quickly, and the iterative process can be finished in several
iterations. As is shown in Figure1 (b), those frequently
updated pages are transmitted only in the last iteration in
improved pre-copy approach of live migration. Even if the
approach optimizes the convergence of iteration copy of
pre-copy algorithm, it may result in there being too many
memory pages left to the last round of copy, extend VM
downtime and then make the performance and efficiency
of memory migration decline as the definition of the
frequently updated pages isn’t accurate enough.

3.1.3 Pre-copy algorithm based on time-series
Bolin Hu et al. propose a pre-copy algorithm based on

TO_SEND  0  0   1  1

TO_SKIP  0  1   0  1

whether to transmit No No Yes No

Table 1. The dirty pages copy logic of pre-copy
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Figure 1. Two iterations in different approach of live
migration

time-series in [8]. They introduce two key parameters K
and N, and an array of historical bitmap called
TO_SEND_H with size N. The TO_SEND_H is used to
save the past statistics of the TO_SEND bitmap. The N
stands for the max size of the time-series array
TO_SEND_H, and the K stands for the threshold of high
dirty page, which means only dirty pages whose appearing
times in the TO_SEND_H array passing K can be identified
as high dirty pages. During the iteration, the data of the
TO_SEND bitmap will be saved to array TO_SEND_H
according to pointer ptr which indicates the current
position of the array, and then pointer ptr will move to next
position. To better understand the approach, we define a
memory page as p. The following equation is given:

p ∈ to _ send  & p ∉ to _ skip   (1)

If dirty page p meets the above equation (1) in one round
of iteration, then further consideration must be taken. Here
the historical dirty pages set to_send_h is used to assist
in making decision of whether to send p or not. Below is
the equation of identifying high dirty page p:

Σ ( p ∈ to _ send _ h[i]) ≥ KΝ
i = 1

For above equation, it compares the count of dirty page p
that appears in the historical dirty pages set to_send_h
with size N, with the preset threshold K. If the equation is
true, we consider dirty page p to be high dirty page, which
means that p should not be sent in this iteration until the
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end of all iterations. Otherwise we consider dirty page p
to be the type of low dirty page, which means that it should
be sent to the target host, as there is high probability that
it would not be modified in the future. The pre-copy based
on time-series has optimized the process of dirty pages
iteration copy and made high dirty pages left to the last to
reduce the repeated transmission of the pages. However,
how to find a optimal K value remains a problem to be
solved.

3.1.4 Pre-copy algorithm based on delta compression
Petter Svard et al. proposed a live migration algorithm
based on delta compression mechanism in [14]. Delta
compression is a method for storing data in the form of
changes between versions instead of the full data sets.
To compose the new page at the destination, this process
is simply reversed to produce a copy of the source’s
current version from the previous version and the delta
page. The delta page is the same size as the original
memory page and as our goal is to reduce the amount of
transferred data during migration, the delta page must be
compressed. In order to compute a delta page, the previous
version of the page is needed. On the destination side
this is not a problem since the source’s previous version
of a page is the destination’s current version. However, on
the source side the memory contents are continuously
overwritten and a copy of the previously sent version of
the page must be kept. It is not feasible to store a copy of
every page in memory. Hence, High performance CPU
caches are employed. When transferring a page, the
source checks if a previous version of the page exists in
the cache. If this is the case, a delta page between the
new version and the cached version is created. The delta
page is compressed and a delta compression flag is set
in the page header. Finally, the cache is updated and the

compressed page is transferred. On the destination side,
if the delta compression flag is set for a page, the delta
page is decompressed and the new version of the page is
reconstructed from the delta page and the destination’s
previous version of the page. A schematic overview of the
delta compression scheme on the source and destination
side respectively can be found in Figures 2.The pre-copy
algorithm based on delta compression increases migration
throughput and improves the performance and efficiency
of live migration. However, it doesn’t get rid of the
dependence of the convergence of iteration copy
fundamentally.

3.1.5 Optimized Pre-copy algorithm by CPU
scheduling
Hai Jin et al. present a pre-copy an optimized pre-copy
algorithm by CPU scheduling in [6].Its key idea is to
control the memory writing speed by adjusting VCPU.
When the VM writes memory too fast, the VCPU will be
slowed down. The amount of newly generated dirty bits
during each round of pre-copy can be reduced, and the
overall data to be transferred at the final round of pre-copy
can be controlled under a desired value. The approach
shortens VM downtime and improves the migration
efficiency. Its drawbacks are that reducing CPU scheduling
frequency will hurt the service performance of VM, and
even result in interrupting the service. It may damage the
transparence of live migration. Besides, the approach also
addresses the problem of pre-copy fundamentally.

3.2 Post-copy algorithm and its implementations

3.2.1 Standard Post-copy algorithm
Post-copy algorithm [9] is proposed and implemented by
Hines et al. In the basic approach, post-copy first
suspends the migrating VM at the source node, copies

Figure 2. Delta compression scheme
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minimal processor state to the target node, resumes the
virtual machine, and begins fetching memory pages over
the network from the source. The manner in which pages
are fetched gives rise to different variants of post-copy,
each of which provides incremental improvements. Figure
3 provides a high-level contrast of how different stages of
pre-copy and post-copy relate to each other.

3.2.2 Post-copy algorithm based on demand paging
The demand paging variant of post-copy is the simplest
and slowest option. Once the VM resumes at the target,
its memory accesses result in page faults that can be
serviced by requesting the referenced page over the
network from the source node. However, servicing each
fault will significantly slow down the VM due to the
network’s round trip latency. Consequently, even though
each page is transferred only once, this approach
considerably lengthens the resume time and leaves long-
term residual dependencies in the form of unfetched pages,
possibly for an indeterminate duration. Thus, post-copy
performance for this variant by itself would be unacceptable
from the viewpoint of total migration time and application
degradation.

3.2.3 Post-copy algorithm based on active pushing
One way to reduce the duration of residual dependencies
on the source node is to proactively “push” the VM’s pages
from the source to the target even as the VM continues
executing at the target. Any major faults incurred by the
VM can be serviced concurrently over the network via
demand paging. Active push avoids transferring pages that
have already been faulted in by the target VM. Thus, each
page is transferred only once, either by demand paging
or by an active push.

Figure 3. Timeline for Pre-copy vs. Post-copy

3.2.4 Post-copy algorithm based on pre-paging
The goal of post-copy via pre-paging is to anticipate the
occurrence of major faults in advance and adapt the page
pushing sequence to better reflect the VM’s memory
access pattern. While it is impossible to predict the VM’s
exact faulting behavior, our approach works by using the
faulting addresses as hints to estimate the spatial locality
of the VM’s memory access pattern. The pre-paging
component then shifts the transmission window of the
pages to be pushed such that the current page fault location
falls within the window. This increases the probability that
pushed pages would be the ones accessed by the VM in
the near future, reducing the number of major faults.

3.2.5 Hybrid live migration
The hybrid approach was first described in [11] for process
migration. It works by doing a single pre-copy round in
the preparation phase of the migration. During this time,
the VM continues running at the source while all its
memory pages are copied to the target host. After just
one round of iteration, the VM is suspended and its
processor state and dirty non-pageable pages are copied
to the target. Subsequently, the VM is resumed at target
and post-copy described above kicks in, pushing in the
remaining dirty pages from the source. As with pre-copy,
this scheme can perform well for read-intensive workloads.
Yet it also provides deterministic total migration time for
write-intensive workloads, as with post-copy.

3.3 Live migration algorithm based on full system
trace and replay
Haikun Liu et al. in [25] introduce a live VM migration
algorithm based on checkpointing/recovery and trace/
replay technology, namely CR/TR-Motion. Compared to
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the migration solutions implemented by memory copy,
the method employs the target host’s computation
capability to synchronize the migrated VM’s state. What
we copied is the execution log of the source VM but not
the dirty memory pages, and this may greatly decrease
the amount of data transferred while synchronizing the
two VM’s running state. The approach reduces the
downtime by combining a bounded iterative log transferring
phase with a typically short stop-and-copy phase. By
iterative we mean that synchronization occurs in rounds,
in which the log files to be transferred during round n are
those generated during round n -1 (the checkpoint file is
transferred in the first round). After several rounds of
iteration, the last log file transferred in the stop-and-copy
phase is reduced to a negligible size so that the downtime
can be decreased to an unperceived degree. Figure 4
shows the whole process migrating a running VM from
host A to host B using CR/TR-Motion algorithm. CR/TR-
Motion algorithm can minimize VM downtime of total data
transmitted. But it may take a longer total migration time
to migrate some CPU-intensive applications.

4. Conclusion and Research Trends

In this paper, we summarize the current situations of live
VM migration algorithms in Cloud environments. We
introduce the main ideas and latest developments of the
current memory migration methods. These approaches
can be summarized into the following categories:

(1) The research of pre-copy algorithm, include the
improvement of pre-copy algorithm on the policy and its
variants.

(2) The research of post-copy algorithm, include many
ways to implementing post-copy algorithm.

(3) The research of CR/TR-Motion.

Figure 4. Process of live VM migration

The live migration approach based on pre-copy algorithm
is generally employed by the current popular virtualized
platforms to achieve load balance, system fault tolerance,
power management and so on. Although pre-copy
algorithm can decrease VM downtime to the level of
millisecond when moving most applications, it causes a
longer total migration time and more network data
transmitted, besides it has a higher requirement of network
bandwidth. Although the migration approaches based on
post-copy algorithm can reduce total migration time and
the loss of network bandwidth, it increases VM downtime
during migration. CR/TR-Motion algorithm has changed
the traditional ideas of memory migration implemented
by memory copy and achieved a kind of new memory
synchronization approach by using the idea of logging
replay. What CR/TR-Motion algorithm has transmitted to
target host are log files which are much smaller than
memory pages, and thus the method improves migration
throughput and reduces VM downtime and network data
traffic. However, as CR/TR-Motion doesn’t break through
the migration framework of the classic pre-copy algorithm,
it still has some prerequisites in the framework, such as
the relationship of the various rates, the condition of stop-
and-copy and so on. Therefore, CR/TR-Motion still has
some limitations. These live migration approaches of VM
still need further research and improvement to adapt the
environment requirements.

Virtualization technologies have been developing rapidly
since cloud computing based on virtualization technologies
become a research hotspot in the field. In the future cloud
data centers, virtualization technologies play an
indispensable important role. It can not only be used as
the core support technologies of cloud computing but also
achieve the green data centers. The intelligent scheduling
and deployment policy can be implemented through
virtualization technologies as well as live migration
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technologies to achieve the purpose of maximizing
resources utilization and minimizing power consumption.
All of them are the development trends of live VM migration
technologies. In addition, with the rise of mobile cloud
computing, it will become a new research direction to
achieve live VM migration between mobile devices and
between mobile devices and hosts.
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