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ABSTRACT: Modern individuals increasingly disclose
personal information in today’s information-driven society
through online platforms. This information is used by the
online platform for a particular context – and may be reused
by other partners or users of the platform in ways that
may not have been intended. Current examples include
email harvesting for spam, personal photographs used in
advertising, or maintaining competitor information without
explicit purposed consent. With integration and
aggregation of information becoming increasingly popular
across online platforms through the rise of online
collaboration, privacy issues such as unintentional
information disclosure become increasingly critical. This
is particularly true where individuals representing
corporations interact with online platforms using personal
accounts to manage both business and private
relationships: there is an inherent risk that sensitive
information could be inadvertently shared to the wrong
audience, with non-trivial consequences.

The European research project digital.me developed a
user-centric trust metric that powers an intelligent
recommendation system to provide privacy advisories to
users when they share potentially sensitive information.
This metric was tested in an online social networking
(OSN) demonstration prototype, the di.me userware, as
well as in a customer relationship management (CRM)
demonstration prototype, di.me CRM, to determine whether
the metric found resonance operators in the rapidly growing
CRM market segment.

In this context, the trust metric was validated against three
mediating conditions for technology acceptance: usability
and general acceptance, utility, and privacy concerns. Field
trials involving 447 CRM operators showed positive results
for all three conditions in both OSN and CRM prototypes.
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Issues]

General Terms: Trust Metrics, Social Media, Customer
Relationship
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1. Introduction

Customer data handling is crucial to Customer Relation-
ship Management (CRM) solutions. With the rise of popu-
lar Online Social Networks (OSNs) within the enterprise
environment, integrating OSNs into CRM in an effective,
privacy-preserving fashion is far from trivial. To illustrate
the potential consequences of this, consider Alice, an
active mobile netizen who works at a typical mid-sized
company. She has just participated in a business strat-
egy meeting, and because she doesn’t have a company
smartphone or camera, she decides to use her personal
smartphone, which is conveniently in her pocket, to take
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a picture of the discussion whiteboard and send it to her
colleagues. She knows that the information is confiden-
tial, and takes care to delete the picture after she sends
it to her colleagues. However, when taking the picture,
she inadvertently forgot that her smartphone happened to
have a Facebook application installed with a setting to
upload all new photos automatically to Facebook, and
that her Facebook photo albums are visible to all of her
first-degree friends. Thus, she has just inadvertently made
the entire business strategy available to all her first-de-
gree-contacts on Facebook.

OSNs as an additional business-to-consumer
communication channel adds considerable complexity and
risk to the traditional business communications model:
how can a company ensure that information targeting one
or more customers sent via a particular external OSN
reaches primarily the intended audience, and that
confidential information (e.g. individual service offers) does
not reach critical persons (e.g. competitors)? More
specifically, are data negotiation recommendations
effective as a Privacy Enhancing Technology (PET) within
enterprise CRM?

This paper evaluates the effectiveness and acceptance of
one approach to statistically determine trust levels for
persons in OSNs using an adaptive scoring algorithm,
the di.me trust metric, in the CRM operator context. To
do this, an acceptance model was defined, and the di.me
trust metric was linked to a semantically-driven data model
and used to derive data negotiation recommendations and
present them to the end user in appropriate contexts
through a demonstrator prototype dubbed the di.me
userware. The experimentation also included a specific
CRM scenario embodied in a demonstration CRM
prototype, di.me CRM, to observe whether familiarity with
existing use patterns may have influenced ratings.
Enterprise CRM customers invited to test the system and
provide feedback on their experience, in particular general
user acceptance, user experience (UX), as well as on
usefulness of the functionality in both prototypes. The
users were further invited to evaluate a second system, in
which privacy recommendations pertaining to data
disclosure were added to a CRM system they were
already familiar with. The positive results from the field
trials demonstrate the effectiveness and success of the
di.me trust metric as a data negotiation recommendation
instrument, and indicate a market demand and potential
for applications of the di.me trust metric as a PET
technology in the CRM branch.

This paper is structured as follows: The introduction
presents critical background information and related works
describing the CRM context and market situation as well
as the definition of trust, the trust metric, and the prototype
architecture. In Validation Methodology, it describes the
approach, subject acquisition and validation procedures.
In Validation Results, the validation results are presented
and discussed. Finally, the conclusion summarises key
results, recommendations, and directions for future work.

1a. The CRM Market
CRM is a booming industrial trends for two reasons. First,
as companies grow and divide into organisational units in
order to streamline and specialise internal processes and
achieve higher operational efficiency, the units still need
a method to pass important background information about
customer cases as incoming requests move between
organisational units through internal processes. Second,
customer satisfaction, and the resulting positive
relationship, is increasingly important in saturated
markets: happy customers remain loyal to their vendors,
driving revenues from licensing, support and upselling
opportunities. As such, CRM providers offer companies a
way to manage all their customer touch points from one
enterprise system, ensuring the best possible level of
service with the minimum necessary internal
communication. With OSNs growing in popularity and
becoming an increasingly important corporate
communications channel, CRM operators cannot ignore
this channel and need effective ways to address the OSN
communications channel from a business perspective.

The CRM market demands OSN integration, but often the
resulting social CRM market solutions address needs by
supporting social media as a communications source to
trigger internal business workflows (e.g. Jive, Microsoft
Dynamics, etc.) or by providing groupware functionality
(e.g. Lotus Connections, Share point, etc.). However, as
public policy matures and the European Commission has
started to drive privacy-by-design principles (Cavoukian,
2009) across online web services targeting European
customers (Santucci, 2013), proper handling of data
privacy will become a prerequisite to market access.

Currently, there are no commercial CRM solutions offering
trust and privacy analysis for customers. So the upcoming
demand for this functionality has been identified as a future
market gap. A market scan of current market solutions
revealed a single exception: Sphere1 provides a prototypical
model of how a privacy analysis could function inside of a
similar context, but is still in development phase and has
not been validated against the enterprise CRM community.

OSN providers, which often originated as digital meeting
spaces for private individuals, have had to adapt to allow
businesses to interact as well, and found this interaction
a particularly profitable venture. Yet this shift is not without
problems: the increasing use and disclosure of personal
information is a recognizable trend in modern information
society in private as well as in business contexts. Many
encourage each person to use a single account for both
business and personal interactions. Some attempt to
become “all-purpose” OSNs by extending their services
to include other consumer-oriented services and contexts
such as online shopping or massive multi-player online
gaming2, a number of other offerings integrate and

1http://sphere.wifa.uni-leipzig.de/
2Player locations and information gathered from Ingress
supplement Google’s consumer profile data gathered from
the Google+ Social Network and from other Google services.
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aggregate information from different OSNs3. To separate
interactions according to target audiences, these networks
instead offer a multitude of integrated features such as
“Page management”, “Community Management”, or
“Visibility”. Each of these features is usually quite complex
and tends to emulate static choices incapable of effectively
differentiating between situational contexts. Further, users
are likely to make errors when using privacy preferences
in OSNs (Madejski et al, 2012). This ultimately leads to
users unintentionally sharing information with the wrong
audience, which could in extreme cases cause serious
damage to the user’s personal reputation4 or to business
profitability.

1b. The di.me system
The European research project digital.me targets the
development of a user-centric, decentralised network of
private servers (PS), each hosting all personal information
from a single user on a user-controlled server instance.
These servers collect personal data from connected OSNs
and user-devices and aggregate the information in a single-
user controlled information sphere, in order to support the
user in many concerns, such as keeping track of digital
footprints and maintaining the users privacy by a smart
UI and dynamic trust and privacy advisory. di.me users
access their PS via a privacy-preserving intelligent user
interface. di.me assists and supports the user in
maintaining an overview of which disclosed personal
information he has shared with whom, and by providing
smart privacy and trust advisories when he shares
information. The system was concepted using privacy-
by-design policy to ensure that the resulting experience
would cover business requirements and enable maximal
awareness or potential privacy issues at every step
(Wrobel, 2013).

The di.me system supports the user in all different life
contexts and involved validation against three validation
scenarios, one of them being in the targeted context of a
system supporting enterprise customer relationship
management (CRM). This allows enterprises to protect
confidential information by providing trust and privacy
advisories to customer-facing employees as they interact
with customers and potentially disclose critical information,
such as by sharing documents containing customer
details.

The di.me system has been developed and implemented
as fully operational research prototype. In several iterations

3There are numerous OSN aggregators, cross-posters, and
data analysers such as Hootsuite, Netvibes, Bottlenose, or
NOD3X.

4There are several cases where users have been fired for
posting inappropriate comments about their employers on
Facebook, or arrested and convicted on the basis of tweets
on Twitter confirming the subject’s involvement in a particular
crime.

various aspects of the system have been evaluated. The
code of the server has been published as open source5.

1c. Definition of Trust
There is no unified, precise definition of trust. Each
discipline has its own understanding of the term. Further,
there is no unified definition of trust in contemporary
literature (Wierzbicki, 2010). Several works try to define
and separate different meanings of the term trust, such
as those by Jøsang (2007) or older works from McKnight
(1996) or Gambetta (1988).

In the context of this paper, and also throughout the di.me
context, trust is defined as:

5http://dime-project.github.io
6Concepts for transitive trust and reputation are candidates
for further evaluation in future works.

Trust in someone is understood as the reliability of
behaving as expected, which is always connected
to a certain context.

More concretely, this means in di.me, which deals
primarily with information disclosure (i.e. people sharing
information with different sensitivity to heterogeneous
audiences which they trust to varying extents), when
private information is shared to trustworthy persons, it is
very unlikely that those persons sharethat information to
(untrusted) third parties. This definition was adopted from
the works of Golbeck et al (2003, 2004), addressing trust
in semantic web settings and also resembling Jøsang’s
definition of Reliability Trust (2007).

Several papers discuss the notion of trust (Jøsang, 2003)
(Boursas, 2009), which may link two entities to each other.
Generally distinguished are two classes of trust: Direct
Trust (DT) for directly connected entities and Indirect Trust
(IT) to deal with transitivity. Li et al (2010) introduced in a
metric to use the interaction model from El Helou (2010)
to provide a notion of explicit and implicit trust. In OSNs,
users are able to express trust explicitly by adding a
person as a friend or blocking her. Implicit expressions of
trust are actions performed by users in a virtual
environment that result in heterogeneous types of
relationships such as tagging, linking, membership,
commenting, or rating. This concept is closely related to
the di.me concept of trust, since it is based on interactions
between two entities in order to calculate trust and thereby
their relationship closeness.

The di.me userware deals with user-centric information,
contact management, and it supports the user by
interacting with already existing contacts in different
OSNs. In the di.me setting, the establishment of new
connections is of minor relevance, since contacts are
imported from external online social networks6. When
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adding new contacts, the system does not consider their
reputation or transitive trust7, since it is of minor importance
for the decision to add a contact8. However, after adding
the contact, it is important to differentiate between a trusted
and untrusted audience.

Trust in di.me tries to measure the personal direct trust of
the user to each of his contacts. It is formed by the
interaction between individuals (e.g. communication,
sharing) and can consequently also be seen as measure
for the tie strength of the relationships between the user
and his/her contacts. Sharing private information to a
person is an expression of trust, so the more private
information two people exchange the higher is the resulting
trust. Also, the smaller the audience of shared information
is, the more exclusive the information is.

The core concept to calculate trust and trigger privacy
warnings and advisory was already presented by Heupel
et al (2012, 2013), together with an approach to help users
by context aware trust and privacy advice when sharing
information. The general idea is that all information stored
within the PS should be classified regarding the privacy
of the content. Information is classified using a scale from
0 to 1, where 0 is considered public information and 1 is
considered secret9 information. Analogous, the trust
relationship for a person is represented as a value from 0
to 1, where 1 represents complete trust, and 0 no trust10.

The di.me userware only uses this automatic calculated
value in the background to calculate the trust value based
on the sharing history and to use this for meaningful advice
and suggestions to the user. The following equation
illustrates the main formula to calculate the resulting DT
value from a sharing action, where is the privacy level of a
file and is the number of persons to whom file is shared (a
file is considered more exclusive when it is shared with
fewer recipients).

The resulting trust rating, based on the sharing of all items
of a certain privacy level is being calculated as follows:

7Assumption: most people do not consider reputation to
decide if they connect to a person in a social network or not.
Especially in the di.me setting, where it is possible to add
contacts anonymously, only sharing an identifier (e.g.
nickname).

8A value of 1 implies “top secret”, e.g., a private encryption
key which is never communicated to anyone.

9Remark: Having no trust is not the same as distrusting
someone. In other words, not trusting someone, because
not knowing if he/she could be trusted is different than to
distrust someone because of bad experiences (or bad
reputation).
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Finally, the overall person trust (PT) is derived from the
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the maximum:
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The trust metric, implemented in the di.me userware,
serves to trigger trust and privacy recommendations. The
trust for each person and the privacy level for each file
need to be set manually. The user can set these inputs to
one of three levels (low, medium, high). When files are
shared, the algorithm calculates the dynamic trust values
for recipients, and compares this to the current set value.
For example, if multiple files with a high privacy level are
shared to a person with a low trust value, the system will
first warn the person during sharing. After several sharing
actions, when a certain threshold is reached, the system
will trigger a notification and suggest that the user
increases the trust value for that person. Further, when
sharing private files with a large number of recipients, the
system will recommend lowering the privacy level of that
file, as a file that is shared with a large audience is not
very likely to be private.

2. Validation Methodology

The designed formative evaluation monitored and validated
the acceptance, usability, and user experience of the trust
engine for a trial group of CRM operators.

2a. Approach
The acceptance model used is based on a combination
of variants of the classical Technology Acceptance Model
(Davis, 1989). The mediating conditions tested were:

• General Acceptance and Usability (perceived ease-
of-use): The degree to which a person believes that using
the system will be free of effort. This factor is adopted
from the Technology Acceptance Model (Venkatesh, 2003).

• Utility (perceived usefulness): The degree to which a
person believes that use of the system will enhance his
or her performance. This factor is adopted from the
Technology Acceptance Model (Venkatesh, 2003).

• Privacy concerns: Concerns echoed by test subjects
about how their data is handled in online information
collection practices (Beier, 2006).

Data collected from both objective and subjective measures
were analysed to assess the success of the di.me solution
against the acceptance model. Objective data was
collected in form of submitted interaction logs describing
the user action sequences during each login session, and
server activity logs. Subjective measures were collected
through a user questionnaire. This questionnaire contained
demographic questions such as industry sector and social
media experience, which served to ensure that the subject
group was representative. To evaluate the research
question, one question pertaining to each of the mediating
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conditions was derived from the ISO 9241/10 standard.
Testers were requested to select a response from the
five-point Likert scale to assess the usability and utility
acceptance conditions, and provide a free-text open
commentary to assess the privacy concern acceptance
condition.

The test was designed as an unguided validation using
the di.me userware prototype and the di.me CRM
prototype. The di.me userware was based on the open
source solution mentioned earlier, but with CRM-specific
warning messages. di.me CRM was a customised
demonstration prototype based on CAS PIA, a cloud-based
CRM solution. Given that the prototypes involved rather
complex concepts which testers may not be familiar with,
such as multiple identities and social media, the validation
materials included video tutorials demonstrating the key
concepts relevant to understanding the context around
the trust metric. Both prototypes were linked via buttons
directly below the respective video tutorials.

2b. Subject Acquisition
Test subjects selected from among customers of CAS
Software AG, the market leader for CRM software for small
and medium enterprise in Germany. Test subjects were
acquired in two rounds. For the initial validation round,
customers were hand-selected from among participants
in CAS Labs, a program allowing CAS customers to test
out new innovations before they reach production. Further
selection criteria included a representative range of industry
sectors, and a good existing customer relationship and
across the selection group. The invitees received a
personal invitation with a link to the validation materials
according to their preferred method of contact (phone,
email, or postal mail). In the second validation round, which
included improvements to the validation instruction
materials to make the concepts more accessible, existing
and potential customers were invited via CAS Labs, the
CAS@Work customer newsletter, with a circulation of
35,000 copies, and via social media channels, which had
a potential reach of 265, 052 persons.

2c. Procedure
There were two validation rounds, each approximately one
month long and involving separate customers. The invitation
contained a link to a validation landing page consisting of
two video tutorials designed to introduce the di.me
concepts, interface, and validation scenario, as well as a
link to the demonstration environment. Subjects could
review this material at any time.

Each subject was given the opportunity to explore the
prototype in the demonstration environment. In the video
story, the subject has just begun contract negotiations
with a new potential client, represented by its
representative Stefan Schmidt. The subject uses di.me
CRM to arrange an appointment with Stefan using a
popular European third-party meeting planning service,
Doodle, and di.me CRM warns the subject about potential
data transfer with Doodle. Stefan, on the other hand,

receives a meeting planning invitation explicitly asking for
consent to use information he provides in Doodle for the
planning invitation within di.me CRM, and can proceed to
collaborate with the subject, whilst the subject sees the
latest Doodle data synchronized in his di.me CRM system.

The subject then uses di.me to send a contract draft to
Stefan, and di.me warns the subject that he is revealing
profile information as well as confidential documents to
an untrusted party (See Figure 1). The subject accepts
this risk, and negotiations continue. Over the course of
the negotiation, Stefan requests the draft with several
changes before finally accepting the contract and signing.
Each time the subject sends a reworked draft to Stefan,
the trust metric recalculates Stefan’s trust value. Starting
after the second document share, di.me asks the tester if
he would like to increase Stefan’s trust score to match
the recalculated score, which reflects his repeated
behaviour of sending confidential documents to Stefan.
After reviewing the test scenario, the subject could freely
test the functionality in the di.me userware. To assist in
the test process, sample data including initial test
contacts, and test documents was provided when the user
created an account on di.me. Finally, subjects were asked
to provide feedback via an online questionnaire consisting
of three questions (one per acceptance criteria) pertaining
to each of the two prototypes tested, and some general
demographic questions.

3. Validation Results and Analysis

In total, there were 415 users and 17 survey respondents
from a wide variety of industry sectors. Note that there
are some potential sources of bias in this: It is possible
that some CRM customers may have had several
evaluators but only one spokesperson respond to the
questionnaire. It is also possible that the technical nature
of the project introduced a bias due to the highly technical
nature of the study, resulting in a lower response rate
from technology-adverse sectors.

It is notable that only 12% of respondents indicated no or
little knowledge of social media, and 94% indicated
smartphone or tablet usage.  This suggests that the
respondents may be more technology-affine than the
average customer, which may have biased responses. It
is also possible that users who failed to understand the
basic concepts, or could not figure out how to navigate
the prototype, stopped participation at that point and did
not respond to the questionnaire.

3a. Warning Effectiveness
The server logs were analysed to observe the effectiveness
of the warnings. To do this, calls from within a single
session with a warning recommendation request
(generated by the prototype client when all prerequisites
are selected, in order to calculate and display relevant
warning recommendations) followed by a call to a
document sharing request (generated by the prototype
client when the user clicked on “Share”) were extracted,
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Figure 1. Warning recommendations in the di.me userware prototype

and the difference in timestamp between these two
requests provided the user reaction time. Given that an
average person reads 250-300 words per minute (Ziefle,
1998), and the typical share had 1-3 warning messages
with an average of 45 words each, an average user should
spend between 9 and 32 seconds reading the warning
messages.

Compared to SSL browser security messages which are
clicked through 70% of the time within two seconds and
thus a strong signal that they are ignored (Akhawe, 2013),
the trust recommendations were clicked through 64% of
the time within the expected time-frame, suggesting that
they were read (See Figure 2). This suggests that the
warning messages are relevant for the users and not
ignored, implying that privacy concerns are adequately
addressed.

Figure 2. Time taken between displaying the trust warn-
ing recommendation and the user’s resulting action

Arguably the higher read times could be a result of the
initial learning curve. However, as the validation scenario
involved resending the contract draft several times, in order
to allow the tester to become accustomed to the sharing
procedure. Even with the repetition, warning advisories
clicked through within four seconds accounted for only
7% of the timed responses.

3b. User Acceptance
Tester feedback indicated a positive response to all three
acceptance-conditions (See Figure 3). Converted to a
grade average with 1.0 being the best grade and 5.0 being
the worst grade, the usability acceptance condition
received a grade of 2.86 ± 0.32 (1σ), and the utility
acceptance condition received a grade of 3.14 ± 0.32 (1σ).
The difference between these two scores is not statistically
significant at either 90% or 95% confidence levels,
indicating a similar acceptance level across both
conditions.
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The rating may have been influenced by the fact that the
evaluation was based on a prototype system, restricting
the general usability of the user interface. Several free-
text commentaries indicated that they had issues to
understand the system. For example, one user reported:
“Without assistance from someone who knows the di.me
system, I would not have figured it out.” This supports the
assumption that further improvements of the general user
interface would have a positive effect for the user
acceptance of the trust engine and deliver increased
grades for the acceptance conditions.

Finally, free-text commentary from survey responses
provided an indication of the privacy acceptance condition:
4 out of 7 free text responses mentioned privacy as a
concern. Of those responses, 3 indicated a favourable
reaction the handling of privacy in di.me compared to other
social networks, 1 indicated a neutral reaction, and 0 a
negative reaction.

A positive reaction to all three acceptance conditions
suggests that the trust engine generates warnings
experienced as relevant and effective. This is reflected in
positive free-text commentary indicating general
acceptance. For example, one tester wrote, “I like the
idea of enabling us as a business to make users with
certain privileges aware of potential security risks.”
Another tester wrote, “As a user of a CAS product, I would
like to have this integration in the products soon.”
Moreover, as established social networks currently have
little interest in protecting the privacy of users, applications
of the trust engine technology in other domains - for
example by integrating the trust engine into a social CRM
platform - is seen as a topic of interest.

Compiling the reactions from the test users, the results
show clearly the high demand for trust-enabling technology

coming from users in the CRM sector. The increasing
complexity of personal data exchange between software
systems resulted in a sense of uncertainty for many users.
Thus, we found a high interest and need for supporting
systems giving relevant advice for handling trust and privacy
in the context given. Already planned studies in a
productive scenario beyond the research prototype will
produce results that should further improve the accuracy
for the quantitative user acceptance and support the trend
documented within this publication.

di.me CRM received similar responses, and received
higher ratings in general, a grade of the usability
acceptance condition received a grade of 2.21 ± 0.23 (1σ),
and the utility acceptance condition received a grade of
2.07 ± 0.23 (1σ). Again, there is no significant difference
between the acceptance conditions for di.me CRM;
however there is a significant difference between the
acceptance condition grades for di.me CRM and the di.me
userware. This may be due to tester familiarity with the
use patterns and interface similarity to CAS PIA, thus
reducing the required learning curve. The lack of a
significant difference between acceptance-conditions in
either prototype suggests that the user perception of the
usefulness of the advisories may be closely linked to their
general user experience.

4. Conclusion, Recommendations and Future Work

Trust in the CRM scenario is a highly valuable good. This
paper introduced a user-centric trust metric to give privacy
advice to users sharing sensitive information, described
briefly the implementation of the trust metric within the
di.me research prototype, and outlined the validation
methodology to determine the effectiveness of the trust
metric in the CRM context. Finally, the outcome of the
evaluation has been presented and discussed.

Figure 3. User responses to the general acceptance and usabil-
ity (dark) and utility (light) acceptance criteria in each prototype
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Reactions to the di.me prototype demonstrated a positive
response to the usability, utility and privacy acceptance
conditions, with the strongest positive response on the
privacy condition. This indicates a clear acceptance of
the trust metric to mitigate privacy concerns of enterprise
CRM operators, but a less convincing acceptance on its
utility and usability. This suggests that further research
could investigate how to ensure better usability and a more
understandable presentation of the concepts in order to
make them more relevant.

While the results show that there the presented concepts
found a positive resonance among the test subjects, it
remains unclear how CRM operators would react to this
trust metric in comparison with other trust metric
candidates or even a static warning. Given that the results
demonstrate a market demand for this technology, further
research to determine which trust metrics are most
effective in the CRM context could be beneficial. Effective
interaction patterns is another interesting related topic to
follow – as OSNs evolve, the consequences of interaction
between corporations and consumers via the OSN channel
evolve as well, and could necessitate changes in user
interaction patterns and expectations, in particular to the
depth, relevance and presentation of relevant privacy
warnings.

With a growing concern over data privacy and
transparency, and a stronger public policy push towards
ensuring that businesses take online privacy seriously,
effective trust metrics such as the one presented in this
paper should be introduced into web services involving
personal data collection and could serve as a market
differentiator in future-oriented enterprise social CRM
systems. Online system designers who want to offer a
privacy-oriented, yet usable and convenient user
experience to building trust and relationship with their
platform users can use dynamic trust metrics such as
the di.me trust metric to ensure that their privacy-oriented
warning policies have maximum impact as opposed to
being ignored.
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