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ABSTRACT: A number of reputation mechanisms are
introduced in recent years to alleviate the blindness during
peer selection in distributed P2P environment where
malicious peers coexist with honest ones. They indeed
provide incentives for peers to contribute more resources
to the system, and thus, promote the whole system
performance. However, little attention has been paid on
how to identify the malicious peers in this situation. In
this paper, a general framework is presented for detecting
malicious peers in Reputation-based P2P systems. Firstly,
the malicious peers are divided into various categories
and the problem is formulated. Secondly, the general
framework is put forward which mainly contains four steps,
i.e. data collection, data processing, malicious peers
detection and malicious peers clustering. Thirdly, an
algorithm implementation of this general framework
named IDEA is put forward based on Principal Direction
Divisive Partitioning and K-means clustering. Finally, a
series of simulation experiments are conducted to evaluate
the effectiveness of IDEA. Simulation results have shown
that IDEA can precisely distinguish and cluster the
malicious peers.
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A Malicious Peers Detection Framework for Peer-to-Peer Systems

1. Introduction

Peer-to-Peer (P2P)technology has become a useful
building block for a variety of distributed applications,
attributing to its outstanding characteristics such as
anonymous and openness. Various P2P commercial
products and free software packages are available for
people’s daily life, such as file sharing, cooperative
computing, video on demand, live streaming and so on.
The decentralized, cooperative and self-organizing nature
of P2P systems help to overcome or at least mitigate
many challenges faced by the traditional Client/Server
systems. Measurement results have shown that
unencrypted P2P traffic accounts for about 20% of the
current inter domain traffic in the Internet and its traffic
accounts for even more than 50% in the last years[1].
Nowadays, P2P traffic is still an important component of
the Internet [2]. However, the self-organizing and
decentralized nature also brings the inherent vulnerabilities
of management and security to the P2P systems that
place restrictions on the efficiency of the content delivery.

In order to stimulate peers to contribute resources and
assist peers to select the most trustworthy collaborators,
several reputation management schemes have been
proposed [3][4]. These schemes try to evaluate the
transactions performed by peers and assign reputation
values to them to reflect their past behavior features. These
reputation values will be the basis for identifying
trustworthy peers to reduce the blindness of peer selection
and to stimulate the collaboration among all the members.
Although these schemes have been proved to be
theoretically attractive, they still have a long way to go
before practical deployment since they cannot gracefully
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cope with the security and management issues  including
self-promoting, whitewashing, slandering, collusion [5][6],
Botnets [7] and Sybil attack [8]. A report from Wired
magazine stated that 45% percent of the executable files
downloaded through KazaA contain malicious codes like
viruses and Trojan horses [9].  Adar et al. claimed that
nearly 70% of Gnutella users share no files [10].

In contrast to the designation of novel reputation
mechanism or incentive schemes, how to detect malicious
peers has attracted little attention in the last years. As a
burgeoning area, researchers have put forward a few
detecting methods under various environments for
particular reputation schemes. However, a general
framework for detecting malicious peers in P2P systems
is still missing for now and is the focus of this paper.

In the framework presented in this paper, we focus on the
general architecture of the detecting system rather than
some particular detecting algorithm. Many existing
algorithms presented before can be treated as the
particular implementation of our framework. Based on the
framework, several detecting algorithms can be realized
in various environments. Moreover, a detecting and
clustering algorithm based on Principal Direction Divisive
Partitioning (PDDP) and K-means with in this framework
is shown and evaluated.

The rest of this paper is organized as follows. Section 2
summarizes related work. Section 3 presents the
detection environment and formulates the problem. The
general framework is detailed in Section 4. A detecting
algorithm based on PDDP within this framework is shown
in Section 5.Section 6 evaluates the detecting algorithm
presented in Section 5. Section 7 is a brief conclusion of
this paper.

2. Related Work

The reputation mechanisms developed for P2P systems
help participants decide who to trust, encourage
trustworthy behavior, and deter dishonest participation by
providing a means through which reputation and eventually
trust can be quantified and disseminated. In recent years,
a lot of reputation mechanisms have been proposed by
researchers, such as EigenTrust [4], iRep [11] and so on.
The malicious peers are those peers who utilize the
systems’ resources to fulfill their particular targets, such
as free-riding, collusion etc., through violating the systems’
principle. In order to find out these malicious peers,
researchers have presented a few methods.

Mekouar et al. proposed a Malicious Detector Algorithm
in [12] to detect ‘liar peers’ that send wrong feedback to
subvert reputation system. That is, after each transaction
between a pair of peers, both peers are required to
generate feedback to describe the transaction. If there is
an obvious gap between the two pieces of feedback, both
are regarded being suspicious. Ji et al. raised a group
based metric for protecting P2P network against Sybil

attack and collusion by dividing the whole network into
some trust groups based on global structure information
which is hard to obtain [13]. In [5], Lian et al. recommended
various collusion detection approaches including pair-wise
detector and traffic concentration detector with data of
Maze file sharing application based on trace analysis. In
order to guarantee the correctness of the reputation
calculation, Despotovic et al [14] compared the
probabilistic estimation and social network methods.
Besides, they also identified four classes of collusive
behavior. Tehale et al used the false message concept for
identifying and verifying the Sybil nodes in the network
[15]. Selvaraj et al presented a comprehensive survey of
security issues in Reputation Management Systems for
P2P networks in [16]. Jin et al proposed a peer based
monitoring method in Peer-to-Peer Streaming environment
[17]. Koutrouli et al provided a thorough view of the various
credibility threats against a decentralized reputation
system and the respective defense mechanisms [18].

Liu et al have presented an upload entropy scheme to
prevent collusions and further enhance robustness of
private trackers’ sites [3]. But the threshold of this scheme
needs to be settled manually. Moreover, Lee et al. put
forward a simplified clique detection method to detect the
colluders [19], but their method is restricted to colluders
who form a clique. Ciccarelli et al [20] surveyed the literature
on P2P systems security with specific attention to
collusion, to find out how they resist to such attacks and
what solutions can be used. On the one hand, they
summarized five collusive categories, and then
investigated the influence of collusion on various
applications. On the other hand, they discussed the
feasible solutions that can be utilized to resist collusions,
such as game theory and so on. Liu et al [21] brought
forward a new strategy based on trust value and considers
both the quality and the number of shared resources to
avoid the phenomenon of free riding. Moreover, they also
sketched collusion, slander and other misbehavior during
strategy design. A Multiscale Principal Component
Analysis (MSPCA) and Quality of Reconstruction based
method PeerMate was proposed in our former work [22],
it can efficiently detect malicious peers for P2P systems.
However, PeerMate cannot find out malicious peers which
initiate Sybil attack to the system. Moreover, PeerMate
needs a reconstruction threshold, which can remarkably
impact its efficiency. SMART [23] was put forward based
on MSPCA and Shewhart control chart [24].

In this paper, we aim to build a general detecting
framework which can be implemented through a variety of
methods and can be applied in many current proposed
P2P systems.

3. Detecting Environment and Problem Statement

3.1 Reputation-based Peer to Peer System
There are two typical architectures of the reputation-based
P2P systems, i.e. the centralized and the decentralized
architecture.
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malicious  purposes like worm dispatching, Denial of
Service etc.

We recognize that this partition is incomplete and there
also exist some other malicious peers with more complex
behaviors. However, as shown in [23], other malicious
peers’ behavior can be derived from these basic
categories. Besides the reputation matrix, the topology
and log files of the system can also be utilized to find out
the malicious peers. However, these files are usually hard
to obtain and is incomplete due to data missing and error.

3.3 Detecting Environment
The detecting environment used here is the same as those
used in PeerMate [22] and SMART [23], which is derived
from current RP2P systems, such as TVTorrents
(www.tvtorrents.com) [25], EigenTrust [4] and Maze (http:/
/maze.tianwang.com) [26]. In this context, the content
exchange process obeys the typical P2P workload models
and is divided into several time slots (rounds). During each
round, each peer initiates requests and the request
process follows some typical P2P workload model, such
as the workload model in KaZaA and the BitTorrent. For
the sake of simplicity, we adopt the typical model of the
literature [27]. Moreover, each peer is assigned an initial
reputation value, which will increase by Xu  when it uploads
a piece of valid content and decrease by Xd when
downloading a valid piece, and Xu > Xd.

Reputation Matrix. Let N be the total number of peers
and Xp

T be the reputation value of peer p at the end of the
Tth round, 1< p < N. Consequently, the reputation value of
all the peers can form a reputation vector XV T = (X1

T, X2
T,

… , XN
T) at the end of the Tth round. Besides, from the

perspective of one single peer p, Xp
t, 1 < t < T, can form a

reputation time series XSp = (Xp
1, Xp

2,…, Xp
T). Then we can

obtain a reputation matrix XT×N as in (1) at the end of the
Tth round. The ith column of XT×N is the reputation time
series of peer i.

And the tth row of XT×N is the reputation vector at the end of
round t.
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Reputation Matrix Retrieval. In centralized RP2P
systems, XT×N is usually collected and stored by a
centralized facility, such as the tracker servers or the
central server in Maze. In contrast, XT×N can be collected
and calculated by each peer respectively in RP2P systems
with decentralized reputation management scheme. For
instance, each peer can obtain a reputation of all its
neighbors in iRep and EigenTrust system through iterative
computing or analyzing historical transaction records
[4][11]. Hence, at least in some way, we can always get

In the centralized architecture, there are a few central
servers or facilities in the system. They are in charge of
collecting, updating, disseminating and deleting the
reputation values of each peer according to their behaviors
during the content delivery, such as uploading or
downloading chunks. The whole system and each peer
will provide service to a peer based on its reputation value.

In contrast, no central server is deployed to collecting the
reputation values in the decentralized RP2P system. All
the peers need to calculate the reputation value of its
neighbors based on their historical transaction records.
Therefore, each peer may have distinct view of the same
peer’s reputation value due to their different transaction
records.

Based on the peers’ reputation value, each peer can judge
its neighbors’ trustworthiness more precisely than the
situation without reputation information. However,
Reputation system also brings new security threats to
the system, such as Sybil attack, collude attack and so
on. Therefore, a framework is needed to distinguish these
malicious peers from the honest ones.

3.2 Malicious Peers
According to their different behavior features, the malicious
peers can be divided into various categories as shown in
[22][23], and hence it is hard to summarize all the
categories comprehensively due to the complexity of the
behaviors. Here, we mainly focus on the following
categories and evaluate our framework based on these
categories. Note that MP stands for Malicious Peer in
the following analysis.

· MP1: Peers that utilize P2P’s resources without providing
appropriate amount of resources (i.e., free-riders), such
as BitTyrant and BitThief clients. This is because many
peers are only in pursuit of maximizing their own profit
while lack enthusiasm for contributing services to the entire
system;

· MP2: Peers that upload inauthentic objects to persecute
the community, such as the peers controlled by the music
industry which inject fake files to KaZaA. This is mainly
due to the fact that many contents shared in the P2P
community are copyrighted materials which violates the
copyright owners’ profit;

· MP3: Peers that collude with each other. They can be
organized to a collusive group or chain through
collaborating with each other to promote their reputation
values or to decrease other peers’ reputation values, such
as the colluders in Maze or eBay system;

· MP4: Peers that create Sybil peers to promote their
own reputation values, and hence they can consume more
resources in the system, such as the peers in eBay
system with fake feedbacks from their Sybil peers;

· MP5: Peers that exploit P2P’s resources for their
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XT×N.For the sake of simplicity, we will use x to represent
XT×N in the remainder of our paper.

Topology Information. Topology indicates the connection
relationship among the peers in the P2P system. Each
peer establishes its connection with the help from the
central facility or its neighbor peers. For instance, the
tracker deployed by BitTorrent sends peer list to the peers
to accelerate content delivery in the system. Then, the
peer can choose their neighbors from the list. Moreover,
each peer will exchange its neighbor list with its neighbors.
Through the neighbor list interaction, a peer can obtain
its neighbors’ collaborators and thus to infer the structure
of the network.

Log Files. In those P2P systems with centralized
facilities, the central component of the system will record
the state of the system in the log files, which may contain
the neighbor relationship among peers, the transactions
happened among the peers as well as the events in the
system, such as node joining and departure. In those
RP2P system like Maze, each peers’ reputation will be
stored at the central server, which is very import log records
to construct the reputation matrix. However, many of the
log files can only be analyzed manually and are hard to
be automatically handled by the computer.

3.4 Problem Statement
After defining these malicious peers and listed the available
data, the problem is now to find out those malicious peers
based on the collected data, through some particular time-
series analysis and graph theory methods.

4. The General Detection Framework

As illustrated in the above section, all the malicious peers
are with various objectives when joining the system.
Despite of this, they possess an identical feature, which
also differentiates them from honest ones, i.e. they behave
differently from honest peers. Since the reputation value
of a peer reflects its behavior features, different behaviors
will lead to different reputation values, which will afterward
lead to their different reputation time-series in the reputation
matrix. Therefore, we can distinguish malicious peers from
honest ones if we can extract their different behavior
features, which are embedded in the different deterministic
features of their reputation time-series in the reputation
matrix. Moreover, malicious peers will construct some
community on top of the topology of the P2P systems.
This is helpful for malicious peer detection. However, the
precise topology of a dynamic system is hard to draw.

Based on this observation, the general framework of
malicious peer detection is show in Figure 1. As shown in
Figure 1, the general framework contains 4 steps to identify
the malicious peer, i.e. Data Collection, Data Processing,
Malicious Peers Detection and Malicious Peers
Clustering.

The Data Collection step is in charge of collecting various

information which can help to find out malicious peers,
including reputation matrix, topology information, log file
and transaction record etc. The reputation matrix can be
recorded by a central facility like the central server used
in Maze or be collected by the tracker in BitTorrent-like
systems through distributed message scheme. Note that,
the general framework also accept the topology
information, log file and the transaction record to assist
malicious peers identification although they are hard to
obtain and are not necessary for a few methods proposed
in [22][23].

The data collected in the first step will be processed by
the Data Processing step. As shown in Figure 1, there
are a number of methods which can be utilized by the
second step, including Time Series Analysis, Principal
Direction Divisive Partitioning [28] [29], Multiscale Principal
Component Analysis [22], Factor Analysis [30], Non-
negative Matrix Factorization [31] and Graph Theory
Analysis [19]. Note that the listed methods are incomplete,
other methods can also be used to achieve this goal.
Moreover, various processing methods are applied to
different types of data collected in the first step. For
example, the Graph Theory Analysis method identifies
the malicious community based on the topology
information while other methods use the collected data to
reconstruct the reputation matrix and to obtain the residual
matrix. The process results of this step can be used in
the third step to find out the malicious peers.

After data processing, the malicious peers can be
distinguished from the honest ones. This can be achieved
by many methods. For instance, the Shewhart control
chart[24] can be applied on the residual matrix obtained
in the second step to find out the malicious peers based
on the assumption that the reconstruction error of
malicious peers in the residual matrix are larger than those
of the honest ones. For the factor analysis method, those
peers which share the same factor can be treated as the
same category.

As defined in Section III, the malicious peers belong to
various categories. Therefore, the last step of our
framework in Figure 1 is to cluster the malicious peers.
The data for clustering can be drawn from the transaction
record or the log file collected in the first step. For instance,
the malicious peers can be clustered based on their upload
entropy defined in reference [3].

According to this general framework, we can draw a
number of detecting and clustering methods through
various mathematical time-series analysis methods and
clustering algorithms such as K-means, DBScan [32] and
so on. From this point of view, the algorithms presented
in [3] [22] [23] can be treated as the concrete
implementation of our general framework.

5. Framework Application

5.1 Malicious Peers Detection
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Figure 1. The General Framework of Malicious Peer Detection

Let μ and  C = (X − μ × eT) (X − μ × eT)T  be the mean and
covariance matrix of X = [X1, X2, .... XN ] respectively, where
Xi  is the ith column of X and e is a unit vector. The Karhunen-
Loeve (KL) transformation consists of projecting the
columns of X onto the space spanned by the leading k
eigenvectors (those corresponding to the k largest eigen
values). The result is a representation of the original time-
series (i.e. the columns of X) in a new k-dimensional space
instead of the original T-dimensional space. Besides
reducing the dimensionality, the transformation often has
another beneficial effect of removing much noise presented
in the data. In our case, we are interested in projecting
each column onto the single leading eigenvector, which
is denoted by μ, since the leading eigenvector is the
direction of maximum variance. Hence it should also be
the direction in which the peers tend to be the most spread
out.

The projection of the Ri  is σ × vi = μT× (Xi − μ), where σ  is
a positive constant arising from applying Singular Value
Decomposition (SVD) to matrix A = (X −  μ × eT), and the
sign of the values v1, v1, ...,vN, are used to determine the
splitting for the two clusters in X, To efficiently compute σ
× vi, literature has proposed to obtain σ × vi through utilizing
the SVD result of the matrix  A [12].

After obtaining σ × vi, we can split the columns strictly
according to the sign of the corresponding vi‘s. All the
peers Ri  for which vi  <  0 are partitioned into one category,
and all the peers for which vi  > 0 are put into the other
category. The intuitive justification of the choice of splitting
at the mean is in the following. If there are two well-
separated clusters, then the mean would likely be between
them [12]. Accordingly, all the peers are divided into two
clusters since each column is a time-series of a peer.
Consequently, the peers are also divided into two
categories. One category is composed of honest peers

and the other consists of malicious peers. Here, the
category with vi  > 0 is considered as suspected honest
peers set (SHP) and the other category with vi  <  0 is
considered as suspected malicious peers set (SMP), since
the first eigenvector tends to be close to the time pattern
of the time-series of honest peers which account for the
majority of the system.

In summary, we can partition all the peers to suspected
honest peers and suspected malicious ones through
principal direction divisive partitioning.  The next step is
to cluster malicious peers through mapping malicious
peers into a three dimensional Interaction Character
Entropy (ICE) space.

5.2 Interaction Character Entropy
An Interaction Character refers to a particular profile of a
peer’s exchange and request activities for content. The
exchange activities of peer p refer to its content exchange
activities, such as “peers that upload content to p (UP)” and
“peers that download content from p (DP)”. The request
activities of peer p refer to its content request activities, such
as “peers that request p for content (RDP)” and “peers that p
requests for content (RUP)”.

The Interaction Character Entropy (ICE) of a particular
interaction character ic is computed as:

where G is the total amount of different elements of this
ic, i refers to some particular Interaction Character, and
Gi is the number of element i, with 1< i < G, while S is the
total amount of elements given by S ΣGi.  By definition,
the more dispersed the elements are, the higher the H (ic)
is.  H (ic) = 0 if G = 1, while H (ic) = log2G when G1 = G2 = …
= GN > 0.  Specially, H (ic) = −1 if G = 0. Accordingly, we can
define the ICE of each interaction character (ic)

H (ic)  = Σ
i = 1

Gi
S

(       ) log2 (
Gi
S

) (2)
G
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mentioned before: H(RUP) for RUP, H(UP) for UP and H(DP)
for DP.

For example, in Figure 2, the peers that upload content
to peer p are {i, j, m}, and the number of pieces of content
they upload to p is denoted by {1, 1, 2}.  So, G = 3, S = 4,
and we can compute H (UP) to be 1.0397 using (2).

Figure 2. Content exchange of p and the projection to ICE
space

5.3 ICE based Peers Clustering

Projecting Malicious Peers onto ICE Space. We
choose H(UP), H(DP), H(RUP) to construct the three-
dimensional ICE space.  We first collect the interaction
information and compute ICE of all the peers in SMP.
Then each malicious peer p can be mapped into a point
in the three-dimensional ICE space with coordinates (H
(UP)p, H (DP)p, H (RUP)p), where H (UP)p is H(UP) of p,
H(DP)p is H(DP) of p, and H (RUP)p is H (RUP) of p.  As in
Figure 2, p is projected to the point p’ in the ICE space
with H (RUP) = 1.0397.

Clustering in the ICE space. Different behaviors will lead
to different interaction characteristics, which will then in
turn bring about different ICEs.  Hence peers that belong
to the same category will be close to each other, while
peers that belong to different categories will be far away
from each other.  For simplicity and flexibility, we use the
k-means clustering algorithm [33] to cluster the points in
the ICE space since we know the number of categories of
the malicious peers.

Peer type         H(DP)                   H(UP)             H(RUP)

Honest positive number     positive number           positive
                                                                                                 number
MP1            -1      lowerpositive

         number positive number

MP2             -1              -1 positive number

MP3              0               0 positive number

MP4              -1               0 positive number

MP5 positive number             -1 positive number

Table 1. The ICEs of the peers belong to different categories

Table 1 illustrates the different ICE of each interaction
character. As Table 1 demonstrates, MP5 cannot be
distinguished by principal direction divisive partitioning
since it has similar behavior with the honest peers, we
will cluster malicious peers by four different categories:
MP1; MP2; MP3; MP4.

5.4 IDEA
IDEA. The ICE and principal direction divisive partition
based malicious peers Detecting and clustering Algorithm
(IDEA) is presented in Algorithm2. IDEA begins (Lines 1-
11) by isolating malicious peers from honest ones using
principal direction divisive partition as described in Section
5.1, calculating ICEs of malicious peers, and then store
them in H.

The next step is to apply K-means to H to categorize the
malicious peers into four clusters and judge their
categories according to Table 1 (Lines 12-14).

Algorithm 2: IDEA

Input: RT× N

Output: SMP1, SMP3, SMP4, SMP2
1: n = 0

2: A = RT× N -μeT

3: [U Σ VT] = SVD (A), Σ = diag{σ1, σ1, … ,σmin{m, n}}

4: u1
TA = σ1v1

T, u1 is the first column of U, v1 T is the first
column of V
5: for i = 1 to N

6: if v1 (i) < 0

7: add peer i to SMP
8: n = n + 1

9: Compute coordinate of i in the ICE space as (H (DP)i,
                       H(UP)i, H (RUP)i) and add it to H

10: endif
11: endfor

12: H = {(H (DP)1, H(UP)1, H(RUP)1), (H(DP)2, H(UP)2,
H(RUP)2), … , (H(DP)n, H(UP)n, H(RUP)n)}

13: K-means(H, 4) to obtain SMP = {SMP-1, SMP-2, SMP-3,
SMP-4}
14: judge clustering results according to Table 1

Figure 3. The Algorithm description of IDEA

Time Complexity of IDEA. The time complexity of IDEA
is mainly introduced by the computation of the principal
direction and the k-means clustering algorithm.  The time
complexity of computing of the principal direction is O
(TN2) [34]. The time complexity of the k-means algorithm
is O(Nkl), where N is the number of peers, k is the number
of clusters, and l is the number of iterations.
Consequently, the time complexity of IDEA is O (TN2).
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6. Algorithm Evaluation

It is difficult to explore all aspects of IDEA and compare it
with existing algorithms using traces of real systems.  We
adopt instead a simulation-based approach for
understanding and evaluating IDEA and comparing with
existing algorithms.  Such an approach provides the
flexibility of carefully controlling the configuration
parameters of the various detecting algorithms.  This would
be difficult or even impossible to achieve using live Internet
measurement techniques. Thus, while certain interactions
specific to a real deployment are missed, we believe the
abstraction is rich enough to expose most details that
are relevant to our simulation. We believe that our
simulation-based approach is sufficient to demonstrate
the effectiveness and utility of IDEA.  In this section we
first describe the simulation context, then present the
simulation results, and finally analyze the results including
a discussion of the utility and applicability of IDEA.

6.1 Simulation Setting
Here, we adopt the workload model in [4] as the underlying
workload model of our simulations. Concretely, the
workload is as follows. The contents arrive at constant
rate O > 0 and the popularity of them follows Zipf
distribution. When a piece of content arrives, its popularity
rank is determined by selecting randomly from the Zipf(1)
distribution. On average, a client requests a constant
number of pieces of content per round, choosing which
piece of content to fetch from a Zipf probability distribution
with parameter 1.0. To simplify our model, we assume
that all of the content in the system is of equal size. Table
2 describes the parameters setup in the simulation. And
the malicious peers are selected randomly from all the
peers.

Symbol Meaning Base value

N # of peers 200

O # of contents 4000

λR per-user request rate 2 contents /
round

λO content arrival rate varies

PM the ratio of # of malicious peers
to # of peers varies

Ph the honest possibility that
strategic malicious peer act as
honest ones varies

Table 2. Simulation Parameters

Comparison Benchmarks. We choose two existing
schemes as comparison benchmarks: EigenTrust[4],
Upload Entropy (UEntropy) schemes and
InteractionEntropy (IEntropy) [3]. In EigenTrust, iterative
calculation is implemented to obtain each peer’s global
reputation value and peers with the lowest reputation values

are treated as the least trustworthy peers, which therefore
will be treated as malicious peers distinguished by
EigenTrust scheme in our simulation. The second scheme
aims at stimulating peers to share content in Private BT
society. And those peers with lowest upload entropy will
be considered as the least trustworthy collaborators, in
other words, they are the suspicious malicious peers.
Therefore, in order to guarantee the fairness of comparison,
in UEntropy and IEntropy schemes, those peers that have
the lowest entropy will be treated as suspected malicious
peers as found by these schemes.  Moreover, in order to
investigate the importance of upload information, we also
consider a scheme called Interaction EigenTrust
(IEigenTrust), under which only information of request
activities can be utilized to compute global reputation
rather than the upload information as in EigenTrust. Thus
we have the following four schemes to be used as
comparison benchmarks: EigenTrust, IEigenTrust,
UEntropy and IEntropy.

Let MPS (Malicious Peers Set) be the malicious peers
set, HPS (Honest Peers Set) be the set of honest peers,
and SMP (Suspected Malicious Peers set) be the
malicious peers set found by particular scheme. Then we
define two metrics TPR (True Positive Ratio) and FNR
(False Negative Ratio) as follows:

TPR = |SMP)”MPS| / |MPS|;
FNR = |SMP)”HPS| / | HPS|.

where | | represents the rank of a set, and ∩ stands for
the intersection of two sets. Consequently, both TPR and
FNR range from 0 to 1.

Let the number of malicious peers be Nmali, and let Ncorrect
be the number of malicious peers that have been cluster
to their own categories.  To evaluate the preciseness of
malicious peers clustering, we define the clustering
correctness ratio as Ncorrect/Nmali.

6.2 Evaluation Results
Malicious Peer Detecting. Here we first compare
malicious peers detecting results of proposed IDEA with
benchmarks EigenTrust, IEigenTrust, UEntropy and
IEntropy.  Here, we choose O = 2, Ph = 0 and PM = 0.2.
Other parameter values are listed in Table 2.

The simulation results of the TPRs and FNRs of all the
schemes at the end of the 100th round are shown in Figure4
and Figure 5 respectively. As Figure4 demonstrates, the
TPR of IDEA is 95% and it is the highest among the five
schemes.  The TPR of EigenTrust is 92.5% which is the
second highest, TPR of UEntropy is about 57.5% at the
end of the 25th round, which ranks third of the five, TPRs
of IEntropy and IEigenTrust are both unacceptably lower
than 5% after the 60th round.  In contrast, from Figure 5
we can see that the FNR of IEntropy reaches 100% at
the 20th round and is the worst among the five schemes.
The FNR of IEigenTrust increases from 80% to 97.5% as



        Journal of Digital Information Management   Volume 13    Number  4      August    2015                            231

simulation rounds increase and is the second worst, FNR
of UEntropy decreases from 57.5% to 42.5% as simulation
rounds increase, while FNR of EigenTrust remains stable
at 7.5% after the 5th round.  The FNR of IDEA decreases
from 37.5% to 0.63% as simulation rounds increase, and
this is the best among the five schemes.

Malicious Peer Detecting with Missing Data.  IDEA
may suffer from Missing Data due to network congestion
and churn in the P2P system.  Here we investigate how
IDEA can adapt to a Missing Data context with different
ratios of missing data between 0 and 50%, while the
missing data are selected randomly from X.  Since IDEA
needs the full set of X, we fix X as follows: if Xi

t is missing,
then we set Xi

t = (Xi
t-1 + Xi

t+1)/2, if 1<t<T; Xi
t = Xi

t+1, if t = 1;
Xi

t = Xi
t-1, if t = T.  After the 100th round, we have found that

the TPR of IDEA is higher than 90% with FNR staying at
0.63% when up to 50% of the elements are missing.  This
means the performance of IDEA is acceptable when less
than 50% of the elements are missing.  The main reason
lies on the fact that missing data cannot change the
essential differences between malicious and honest ones.

Figure 4. The comparison results of TPRs

Figure 5. The comparison results of FNRs

Malicious Peers Clustering. IDEA clusters malicious
peers in the ICE space using the K-means clustering
algorithm.  The clustering result of malicious peers is
shown in Figure 6.  In Figure 6, the malicious peers are
clustered into four classes: MP3, MP4, MP1, MP2. Each
class has different ICEs in the ICE space. The clustering
correctness ratio of IDEA is 95%.

Figure 6. Clustering result of IDEA

7. Conclusion and Future Work

Finding out and clustering the malicious peers in
Reputation-based P2P (RP2P) systems is vital to ensure
the effectiveness of the reputation system.

This paper presents a general framework for detecting
malicious peers in RP2P systems, which mainly contains
four steps, i.e. Data Collection, Data Processing, Malicious
Peers Detection and Malicious Peers Clustering.
Moreover, the algorithm of this framework is shown. To
our best knowledge, this work is the first effort towards a
general framework for malicious peer detection for
Reputation-based P2P systems. Moreover, a detecting
algorithm based on PDDP is proposed within this
framework. Simulation results have validated the efficiency
of the detecting algorithm as well as the proposed
framework.

In the future, we will generalize this framework to make it
can be used to identify malicious peers in cloud
computing[35] environment.
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