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ABSTRACT: The Internet has today become the main channel to perform the e-business activities, and consequently, most
of the products and services have been transformed from physical products/services to digital products/services, and the
manner of delivery of such products (e.g. Journals, certificates, images, advertising, video... etc) have been converted to
the digital way.

The ease of copying and transforming digital products generates an intellectual property problem; that means, the
copying and transformation of digital products will be achieved without the permission of the owner or publisher.

The useful proposed way to solve intellectual property problem is digital watermarking technique. This technique has
been used to keep copyright of digital products, such as audio, video, image, and general digital documents. The ownership
authentication and the illegal copies identification of digital media are the main issues of the copyright protection [7],
that we will discuss in this paper.

In this paper, we propose a copyright protection and fingerprinting scheme that met the main objectives: 1) Minimize the
number of the original image blocks when we use the DCT transform in order to increase the speed of embedding process,
(treatment of the capacity issue), 2) Raise the level of security by using unique Key to encrypt the watermark, 3) Increase
the robustness to compression by JPEG and cropping, and, 4) ldentify each image through buyer information
(fingerprinting). We tested the proposed scheme and experiment with some common images and found the results quite
promising.
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1. Introduction

The technique of digital watermarking is mechanism to embed information (mark) in the digital media products (i.e. image
within image) without effecting the media’s value. [3] Such that mark (usually called watermark) can be extracted or detected

later. By using watermarking the owner of digital media will able to check if a digital media product has been modified without
authorization [9].
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Some of other definition, watermarking is the process to achieve secretly embedding encoded information into digital data
source (image, sound, and video) to achieve the characteristics of: imperceptible watermark, only authorized parties can read
watermark easily, and unauthorized parties can not remove watermark without destroying the original data. The watermark is
embedded in such way that the quality of the host media is practically maintained and it cannot be captured by a human eye
(for images) or ear (for audio content). Only the knowledge of a secret key allows extracting the watermark from the original
image [20].

Figure 1, lllustrates the digital watermarking system which consists of a watermark embedder and a watermark detector. In
general, the watermark embedder inserts a watermark into the cover signal (original image) and the watermark detector detects
the presence of watermark signal (watermark image). To achieve the process of embedding and detecting of watermarks the
watermark key is used. This key is private and known to authorized parties only. The digital watermarking techniques should
be resistance to both noise and attacks when the digital content is transmitted through the networks [20].

o Applications of Digital Watermarking
The main applications of digital watermarking are:

Copyright Protection: The owner of the digital property (image, audio, and video) embeds his/her copyright information into
the digital data. This can ensure security for copyright violation, and prove ownership in court [17] when the copyright
material redistributed over the Internet.

Copy protection: To prevent the illegally replicated of digital content, the digital content can be watermarked. [20] This
feature allows to develop electronic data copying devices so that they recognize watermarked content, and do not allow the
user to make unauthorized copies of it [19].

Fingerprinting: This allows the owner of the digital property to know the source of illegal copies of their products. The
owner embeds a unique information (mark) for each buyer, and upon finding an illegal copy, the owner can trace the buyer
who has leaked the property to a third party. [17].
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Figure 1. Digital watermarking system

¢ Classification of Digital Watermarking Techniques

The characteristics which are used to classify and measure the Digital watermarks are Depending on the type of application.
These characteristics include the difficulties to notice the survival of common distortions and resistance to tampering
attacks, the capacity of bit information, and the complexity of the watermarking methods [12]. The main digital watermarking
techniques are:
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Robust watermarking: The watermark should be resistant to distortion introduced during either normal use, or a deliberate
attempt to remove the watermark present. Normal uses involve the Process commonly applied to image during normal use,
such as, cropping, resizing, compress ... etc [13].

Fragile watermarking: Itis a technique to determine if the watermarked image has been modified or not. [18].

Visible watermarking: It is equivalent to stamping a watermark on formal paper, and for this reason it is usually called
digitally stamped, e.g. Logo in the corner of TV picture [4].

Invisible watermarking: It is not visual and it cannot be detected by just viewing the digital content.
Symmetric watermarking: in this mechanism, same keys are used for embedding and extracting watermarks [20].

Blind watermarking: It means that watermark detection without need to original image. The drawback is that when the
watermarked image is seriously destroyed, watermark detection will become very difficult [13].

Non-blind watermarking: this technique depends on the host image to extract the watermark by simple comparison and
correlation processes [12].

o Features of Digital Watermarking
There are a number of desirable features that a watermark should exhibit. The main features are:

Imperceptibility or Difficulty to Notice: The watermark should not be visual to the viewer nor should the watermark degrade
the quality of original image. [11] “The embedded watermarks are imperceptible both perceptually as well as statistically and
do not alter the aesthetics of the watermarked image” [20].

Robustness: watermarks should resistant standard data (image) processing, which alters and modifies the watermarked
image. [20] Such As standard image processing, resizing, file compression, rotation, [12] digital to analog and analog to digital
conversion (such as, printing and scanning), sharpening and blurring, cropping addition of caption [20].

Inseparability: this feature means; it is not possible to retrieve the original image by separating the content from the
watermark, after the original digital image is embedded with watermark [20].

Security: By using the watermark secret keys, this will ensure that only authorized users are able to detect/modify the
watermark [20].

Data Capacity: it is represented the amount of information that can be stored within the original image [14].
2. Related Works

There are many methods used to protect the digital media rights on Internet. The main methods are cryptographic and digital
watermarking methods. The main problem in encryption method is that it cannot help the seller monitor to know how a
legitimate customer handles the content after decryption as shown in Fig. 2, while digital watermarking can protect content
even after it is decrypted [10].

To generate a powerful protected right in digital image, combination of encryption & digital watermark is made.
In this section we discuss the main algorithm which is used in digital watermarking, and compare between them to demonstrate
the advantages and disadvantage with the proposed algorithm.

Digital watermarking processing means how to embed the watermark into the original image, and how to extract the watermark
from the watermarked image [20]. The image watermarking algorithms can be classified into two categories: Spatial-domain
techniques and frequency-domain techniques. The spatial-domain techniques directly modify the color values of selected
pixels while the frequency-domain techniques modify the values of some transformed coefficients [5].

- Spatial domain image watermarking using LSB Replacement algorithm [15]

Spatial watermarks are constructed in the image spatial domain, and embedded directly into image’s pixel data. This algorithm
embeds the Most Significant Bit (MSB) of each pixel of the watermark in the Least Significant Bits (LSB) of the original image.
This algorithm extracts the (MSB) of the watermark which is embedded in the original image. If the extracted bits correspond
to the inserted bits, then the watermark is detected.
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A correlation measure of extracted bit vector and inserted bit vector can be calculated to measure the matching between
them.. In general this algorithm saves the watermark from any geometric image processing, such as rotating and cropping.
Encryption

From the above points this algorithm achieves the robustness.
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Figure 2. Problem of encryption method in protecting copyrights
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- Frequency domain image watermarking using DCT Transform algorithm [15]

To hide a watermark into the transform domain, a mathematical Discrete Cosine Transformation (DCT) is first applied to the
original image, and then the transform coefficients are modified by the watermark. The inverse transform is finally applied to
obtain watermarked image [6].

DCT splits up the image into frequency bands, so the watermark can be embedded in the most important frequencies [2]. DCT
Domain Digital Watermarking is more robust compared to simple Spatial Domain Watermarking; it is robust against simple
image processing operations, such as, low pass filtering, brightness and compression ... etc. At the same time it is weak
against geometric attacks such as rotation, scaling, cropping ... etc. The common type of DCT Domain Digital watermarking
is called DCT and depends on the following equation:
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The equation 1 is resulting three frequency sub-bands as shown in Fig. 3: low frequency sub-band, mid frequency sub-band,
and high frequency sub-band. Horizontal frequencies increase from left to right, and vertical frequencies increase from top to
bottom. The constant-valued basis function at the upper left is often called the DC basis function, and the corresponding
DCT coefficient y(0,0) is often called the DC coefficient [19].

After processing the DCT coefficients, the image is reconstructed by applying inverse DCT operation using equation (2).
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whereo. V:]/\/Z_for m,n=0,and o ,o. =1 otherwise [1].

The watermark bits are embedded in each nxn DCT block of the image. It is not wise to embed the watermark in the high
frequency components of the DCT block, because these coefficients are subjected to heavy quantization during JPEG
compression.
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Figure 3. The 64 DCT coefficients of an 8x8 block

The watermark bits are embedded in each nxn DCT block of the image. It is not wise to embed the watermark in the high
frequency components of the DCT block, because these coefficients are subjected to heavy quantization during JPEG
compression.

|In this proposed method, the embedded binary watermark image must be invisible to human eyes and robust to most image
processing operations. To meet these requirements, each binary watermark pixel value (0 or 1) is embedded in one block
(exactly in DC coefficients) of the host image. To obtain the extracted watermark from watermarked image, it will call extraction
function which extracts the watermark information from the DC coefficients of watermarked image.

This proposed digital watermark scheme save the watermark from the affects of common image processing processes.
DCT will be used in the proposed method, and the two important facts in DCT transform which we need in the proposed
method are [2]:

1.Much of the signal energy lies at low frequencies sub-band which contains the most important visual parts of the image.

2.The high frequency components of the image are usually removed through compression and noise attack.
3. Problem Statement

From the two previous methods, we sees, that the LSB Replacement method is inefficient to protect the digital image because
the attacker can replace all LSB bits in each pixel of watermarked image with 0 value, with no large effect on the human eye
view, that means the loss of watermark is possible, which weakness to this copyright system. On the other hand the previous
DCT algorithm is better than LSB method, brings about more robustness and is difficult to drop the watermark by it, but it
needs a larger number of locations in the original image to embed each bit of the watermark. The other problem is the large
number of blocks which take a long time to process the entire image. In other words, it is a slow method as compared to the
new proposed algorithm which we will propose in next section. It will be a strong digital watermarking scheme trying to solve
the previous mentioned problems.

The proposed algorithm will answer the following questions
1) How to insert invisible digital watermark in an original image (cover image) with acceptance robust degree;

2) How to protect the digital watermark against an extract with illegal methods to reuse it in counterfeiting another digital
media, which means how to develop high secure watermarking scheme;
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3) How to extract the high quality digital watermark from the marked image depending on the original image;

4) How to prove the buyer’s rights for the image that he/she has bought and how to identify the users who replicated the
content illegally; and

5) How to save the watermark from the effects which are generated by processing the watermarked image.

4. Proposed Algorithm

The proposed algorithm consists of two sides, the first one is the encrypting and embedding the watermark, the second one
is the extracting the watermark and the information of the image’s buyer from the modified image, as shown in Fig.4.
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Figure 4. Processes of proposed scheme

Functionality of proposed algorithm

This proposed copyright protection and fingerprinting scheme operates to encrypt the watermark by the Merchant depending
on Buyer information such as Buyer_ID, bill_ID, and image_ID ... etc, that is to confirm each image ownership, then the
encrypted watermark will be re-encrypted by the third party using the CPU_ID of the encrypted device. After that the
encrypted watermark will be embedded using DCT domain in the original image, DCT domain is used to increase the
robustness, which is through resisting the distortion which occurs when the watermarked image is compressed by using the
JPEG form. The general scheme of protecting copyrights is illustrated in Fig. 5.

At merchant side the watermark bits will be collected with fixed size units (Bytes) and then each unit is converted into decimal
number, then each decimal number will be embedded into fixed size nxn DCT blocks from the original image. The proposed
algorithm depends on the values of two secret keys to strong watermark encrypt scheme, one is generated by the buyer
information, and the other is generated by the third party device; such key will be the CPU_ID of that device. Using two keys
is necessary to provide more secure watermarking scheme. The main objectives of this proposed algorithm is to:

e  Minimize the number of the original image blocks when we use the DCT transform in order to increase the speed of
embedding process. (treatment of the capacity issue),

o Raise the level of security by using unique Key to encrypt the watermark,

e Increase the robustness to compression by JPEG and cropping, and

o Identify each image through buyer information (fingerprinting).
Watermark Encrypting and Embedding Method
In this proposed method, as shown in Fig. 5, the watermark must be more secure and impede the trials of the attacker to
decrypt it. The embedded watermark must be invisible to human eyes and robust to most image processing operations.

Moreover to that each watermarked image must carry the consumer (buyer) information to distinguish who has recopied and
distributed the illegal image copies. The proposed method as shown in Fig. 6 consists of the following main steps:
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Figure 5. The proposed copyrights protection and fingerprinting scheme

Stepl. At merchant side convert the watermark image to the binary watermark image; vector of 0’sand 1’s.

Step2.  Use the buyer graphical information as a secret key (k1) to encrypt the watermark, XORed (k1) and watermark (W).
The result is encrypted watermark (W?). This step represents the fingerprinting process,

Step3.  Merchant send the encrypted watermark (W?) to the 3rd party to re-encrypt it using its own CPU_ID as a secret key
(k2) with different block sizes, and 3rd party returns the encrypted watermark (W*’) which have the highest entropy to the
merchant. Entropy value is the degree of randomness in variable. If (x) is a random variable which takes value according to a
probability distribution p(x) then the entropy value H(x) can be computed by using the following equation 3:

H(x)= - Zpi log2 pi ()
Where pi is the i plaintext block
Depending on entropy, when it is increasing, the break of a cryptosystem will be hard [8].
Step4. At merchant, group each n-bits of encrypted watermark (W*”) which is encrypted in 3rd party in fixed length units,

Step5.  The original image will be divided into a number of non-overlapping fixed size blocks; number of blocks equal to the
number of watermark’s units, the size of each block is 16x16 pixels or large,

Step6.  Convert each unit in step4 into a decimal number (Xi),
Step7.  For each original image block compute the DCT Transform coefficients,

Step9.  Each decimal number (Xi) results in step6 will be dividing on embedding factor to reduce its intensity value. The
result will be (X’i),

Step10. (X’i) will be embedding in the ith original image block, exactly in DC coefficient Idc, in order as follow:
I’dc=Idc + X’i
Wherei=1,2,3,...... ,S, where s=number blocks.

Stepll. After embedding the watermark, apply the IDCT for each block, then the result is the watermarked image.
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Figure 6. Watermark encryption and embedding scheme

Watermark Extracting Method
Fig. 7 demonstrates how the merchant verifies whether the copies of images are legal or illegal copies, and the following steps
will be played:

Stepl. At merchant side convert the watermark image to the binary watermark image; vector of 0’sand 1’s,
Step2. At merchant, group each n-bits of watermark (W) into fixed length units,

Step3.  The watermarked image and the original image will be divided into a number of non-overlapping fixed size blocks;
number of blocks is equal to the number of watermark’s units, the size of each block is 16x16 pixels or large,

Step4.  For each original and watermarked image block compute the DCT Transform coefficients,
Step5.  Subtract the DC coefficients values of original image from the DC coefficients values of the watermarked image,
Step6.  The differences which are generated in step5 will be multiplied by 10, the results will be (X’i),

Step7.  All X”ivalues will be converted to the binary digits units. The concatenation between their digits units in one vector
will represent the encrypted watermark (W),

Step8.  The merchant sends the encrypted watermark vector (W?”) which is generated in Step7 to the 3rd party to decrypt
it with 3rd party CPU_ID (secret key), and then, the 3rd party sends the decrypted watermark (W?) to the merchant,

Step9.  The merchant uses the buyer information as a secret key (k1) to decrypt the watermark by XORing the (k1) with (W?).
The result is original watermark (W),

Step10. If the merchant wants to know who is the owner of the image, merchant will XORed original watermark (W) and
encrypt watermark (W?). The result is buyer information,
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5. Simulation Results

Watermarking algorithms are usually evaluated with respect to two metrics: imperceptibility and robustness.

1. Imperceptibility: it means that the perceived quality of the original image should not be distorted by the presence of the
watermark. To measure the quality of a watermarked image, the Peak Signal to Noise Ratio (PSNR) is used. PSNR in decibels
(dB) is given below. [2]

2554

PENR 7 =101
e O S s -6 7

©)

Where:
I is the original image, and D is the watermarked image[13].

Generally, when PSNR is 40 dB or greater, the original and the watermarked images are virtually indistinguishable by the
human observers [16].

2. Robustness: is a measure of the immunity of the watermark against attempts to remove or degrade it, intentionally or
unintentionally, by different types of digital signal processing attacks. [2] The similarity of extracted watermark (W’) and
original watermark (W) is computed by the following equation.
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As NCC can take values from 0 to 1, and as long as NCC more closed to 1, this means that the extracted watermark is more
similar to the original watermark[16].

Simulation results without attack

The PSNR is calculated to find the similarity between the original image and the watermarked image. When no attack was
made on the watermarked image, we found, that the PSNR at EF=1 is 49.6 dB. This value means that the original image is
similar to the watermarked image, but when we increase the EF to 3000 we improve the similarity between the original image
and the watermarked image so that they become identical, with PSNR = 99.01 dB, as shown in Fig. 8. The human eye does not
distinguish any differences between the original image and the watermarked image.
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Figure 8. The relationship between embedding factor (EF) and PSNR

In the other hand, this proposed algorithm reduces the number of blocks which we need to embed the bits of the watermark.
When the number of the host image blocks is reduced, the time which we need to embed the bits in these blocks is reduced
also. To reduce the number of blocks in the original image, as shown in Fig. 9, we must expand the units of the watermark; in
other words, when we chop-in the bits of the watermark in fixed length units, we will expand the number of bits in each unit,
for example with the 32x64 bits binary watermark image, chopping-in the bits in units with 4 bits, 8bits, 10 bits, 12 bits, 14, bits,
and 16 bits, as shown in Fig.9.

Simulation results with attack

-JPEG compression

On the other hand, the watermarked image is distorted by raising the ratio of JJEG compression as shown in Appendix, table
1. We noticed that the PSNR decreases when JPEG compression ratio is increased and the human eye can distinguish the
differences between the original watermarked image and the compressed watermarked image. Also we found out that when
the watermarked image is attacked with JPEG compression by using multi levels of image compression, the watermark and
buyer information are not affected. That is obvious from the NCC results which are illustrated in table 1. The NCC results are
still (1) at any compression level, that is, the embedding watermark is exactly similar to the extracted watermark. And the
human eye does not distinguish any differences between the original watermark and the extracted watermark; also it does not
distinguish any differences between the original graphical buyer information and the extracted graphical buyer information.

Journal of Intelligent Computing Volume 1 Number 2 June 2010 109




From the previous results, this proposed algorithm is robust to JPEG image compression. Fig. 10 illustrates the relationships
between the JPEG compression ratio, PSNR, and NCC.
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Figure 9. Relationship between the number of units in watermark and host
image blocks
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Figure 10. Relationship between compression ratio and its effect on the
watermark

-Cropping

In another way, we use the cropping as a distorting process to examine the robustness of the proposed algorithm to other
image operations. We applied the cropping operation on the watermarked image with different ratios and in variant areas of
the image. The human eye can distinguish the effect of cropping on the watermarked image as in the form of a shaded area
(black area) as shown in Appendix, table 2. This process will decrease the PSNR on increasing the ratio of cropping as shown

in Fig. 11. On the other hand, the distortion of the watermark and the graphical buyer information will be increased with the
increase of the ratio of cropping.

But the location of cropping will play a role in clearness of the extracted watermark and the buyer information. We see in table
2 when the cropping ratio is 25% and the location of cropping is at the center of the watermarked image, the distortion of the
watermark and graphical buyer information will be more obvious than when the cropping location is on the bottom-right or
top-left of the watermarked image.
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Table 1. Watermarked image compression levels and effects on watermark & buyer information

As a result to the cropping process, the NCC values will decrease when the cropping ratio increases; that means the
differences between the original watermark and the extracted watermark are viewed.

The big difference will be viewed when the cropping location is at the center of watermarked image, at any cropping ratio, as
shown in Fig. 11.

Also we found from Fig. 11 the relationship between the NCC and the PSNR: when the PSNR increases, the NCC increases,
and when the PSNR decreases the NCC decreases, too.

-Rotation

Finally, from the results which are demonstrates in Appendix, table 3, we see the watermark does not robust to the rotate
process, and both NCC and PSNR are decreases when the degree of rotating is increasing, so this proposed method is not
robustness to geometric image processing.

6. Conclusion

The proposed image watermarking scheme has met all the objectives which we set in the proposed algorithm section. This
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scheme provides a good security system to secure the watermark, where the 3rd party is responsible for protecting the
watermark of merchant by using its own CPU_ID as a secret key to protect the watermark, and then select the best encrypted
watermark to embed it in host image.

Also the scheme executes the fingerprinting process with high performance, when the buyer information is embedded into
the watermark. The proposed watermark embedding algorithm reduces the spaces in the host image in which we need to
embed the watermark, which is performed to decrease the time which we need for the embedding process.

Experimental results show that the proposed embedding algorithm saves the host image highly intact after embedding the
watermark. In other words, the human eye cannot distinguish any differences between the original image and the watermarked
image. Also, the experimental results show that the proposed algorithm is robust to common image operations such as JPEG
image compression and cropping operations. But the proposed algorithm is not robust to rotating operation.
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