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ABSTRACT

Smart IoT technologies have emerged as transformative innovations for advancing sustainability through
real-time monitoring and control of environmental systems. This structured review examines the application
of IoT across urban infrastructure, water resource management, and smart buildings. The study highlights
how integrated sensors, communication networks, and data analytics enhance operational efficiency in
energy, waste, and water sectors. Specifically, it explores IoT-based water monitoring systems, detailing
architectures for leak detection, quality assessment, and consumption management. A four-layer conceptual
architecture comprising sensing, communication, data processing, and application layers is proposed to
structure these systems. Despite significant advancements, the review identifies critical challenges hindering
widespread deployment, including data security, scalability, interoperability, and high implementation
costs. Comparative analyses of existing literature reveal gaps in multi-sensor integration and energy efficiency.
The paper concludes that while IoT-driven systems offer immense potential for sustainable resource
management and smart city development, realizing this potential requires overcoming technical
fragmentation. Future research must focus on developing scalable, secure, and interoperable ecosystems
through cross-sector collaboration. This synthesis provides a roadmap for advancing IoT-driven
environmental monitoring to support sustainable urban governance. Additionally, the review emphasizes
incorporating emerging technologies like artificial intelligence and blockchain to enhance system
performance. By addressing current limitations in sensor integration and data management, stakeholders
can optimize resource utilization. Ultimately, this paper underscores the critical role of IoT in achieving
sustainable urban development through intelligent, data-driven environmental monitoring solutions.

Keywords: Internet of Things (IoT), Environmental Monitoring, Water Resource Management, Smart Cities,
Wireless Sensor Networks, Data Analytics, Sustainability, Security and Privacy, Interoperability

Received: 29 November 2026, Revised 26 January 2026, Accepted 19 February 2026

80 dline.info /jet



Journal of E-Technology Volume 17 Number 2 May 2026

Copyright: DLINE
1. Introduction

Smart technologies, commonly referred to as the Internet of Things (IoT), have emerged as a transformative
innovation for advancing sustainability through real time monitoring and control of environmental systems.
IoT integrates sensors, communication networks, and data analytics platforms to continuously collect and
process environmental information. These technologies are increasingly being applied across several domains,
including energy, waste, and water management, as well as smart agriculture.

For example, smart grids use IoT infrastructure to monitor electricity supply and demand through intelligent
metering systems, thereby reducing transmission losses and improving energy efficiency. Similarly, IoT enabled
water management systems can detect pipeline leaks, monitor water quality, and optimise water distribution
networks. Smart waste management systems also benefit from IoT by enabling automated sorting processes
and detecting when waste containers reach capacity. Despite these advantages, IoT based systems also introduce
challenges related to security, interoperability, and large scale data management.

Rapid urbanisation and population growth across the globe have further intensified the demand for innovative
technological solutions to manage environmental resources efficiently. In this context, Smart City
Environmental Monitoring Systems (SCEMS) integrate advanced sensors and digital platforms to monitor
urban environmental conditions in real time. These systems support the assessment of air quality, noise
levels, water quality, and other critical environmental indicators, enabling data driven urban management

[1].

Recent technological advances have also led to the development of Intelligent Environmental Monitoring
(IEM) systems, which combine IoT networks with sophisticated sensor technologies to enable continuous,
automated collection of environmental data. These developments represent a major step toward sustainable
urban governance and environmental protection [2].

2. Background

2.110T Applications in Urban Infrastructure Monitoring

The deployment of IoT technologies within urban infrastructure has significantly enhanced cities’ ability to
monitor and manage environmental and transportation systems. To achieve intelligent road infrastructure,
researchers have installed a wide range of sensors along roadways, including microwave radars [3, 4],
surveillance cameras [5, 6] and meteorological monitoring stations [7].

In addition to roadside monitoring systems, sensors are embedded directly within road structures to measure
parameters such as temperature, humidity [8-11], mechanical stress and strain [12-15]and pressure and
vibrations [16, 17]. Fiber optic sensors are widely used for monitoring strain and temperature [18-23] while
piezoelectric sensors are commonly utilised to detect pressure and vibration signals [24-31].

These embedded sensing systems provide valuable information on pavement behaviour under vehicular
loads, vehicle speed, vehicle classification, and environmental conditions that affect road performance.
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Furthermore, such sensors enable the study of structural deformation, temperature variations, and
piezoelectric energy-harvesting potential in transportation infrastructure [32].

However, traditional embedded sensors including strain gauges, thermocouples, pressure transducers, and
IEPE accelerometers are primarily designed for sensing. These devices typically lack built in capabilities for
data storage, processing, and wireless communication, which limits their integration within modern IoT
ecosystems.

2.2 10T Based Water Monitoring and Management Systems

Water resource management represents one of the most important application areas for IoT based
environmental monitoring systems. Numerous studies have examined the development of smart water-
monitoring technologies to improve water conservation and operational efficiency.

Boyle et al. [33] (2013) reviewed the global development of intelligent metering technologies for urban water
management, highlighting the role of digital sensors and automated measurement systems in monitoring
water consumption patterns [33]. Similarly, Jan et al. conducted a comprehensive survey on IoT based smart
water quality monitoring systems specifically designed for domestic applications [34].

Geetha and Gouthami [35] presented a detailed overview of sensor technologies and communication
architectures used in water quality monitoring systems. Singh et al. [36] examined the architecture and major
components of IoT-based water monitoring systems, including both water-level monitoring and water-quality
assessment frameworks.

In the agricultural sector, Saad et al. [37] explored the role of IoT technologies in water monitoring and
irrigation management. Their work demonstrated how sensor driven irrigation systems can improve water
use efficiency while maintaining crop productivity. Ismail et al. [38] further expanded this concept by analysing
smart [oT based water management systems applicable to residential, industrial, and agricultural
environments.

More recent studies have investigated the transition from traditional water monitoring approaches to IoT
enabled systems. Jan [39] provided a comprehensive review of water monitoring technologies, with particular
emphasis on IoT-controlled water storage tanks (IoT-WST). In addition, Oberascher et al. [40] proposed
guidelines for selecting communication technologies to monitor and control urban water infrastructure.

Research has also focused on specialised techniques for detecting leaks in water distribution networks. Adedeji
et al. [41] conducted a comprehensive survey of leakage detection and localisation methods in pipelines.
Colombo et al. [42] investigated transient-based leak detection techniques, while Mohd Ismail et al. explored
vibration based leak detection approaches using accelerometer sensors [43].

2.3 10T in Smart Buildings and Urban Environmental Systems

Beyond water management, IoT technologies are increasingly used in smart buildings and integrated urban
monitoring systems. Smart building platforms utilise IoT sensors to manage multiple operational services
including security control, energy management, heating, ventilation and air conditioning (HVAC) systems,
water distribution, lighting systems, fire detection, healthcare monitoring, and elderly assistance services.
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Vijayan et al. [44] analysed these core smart-building services and provided guidelines for future research on
integrated building automation systems. Their work emphasises the importance of unified monitoring platforms
that allow different building subsystems to operate cohesively.

At the broader urban scale, IoT plays a crucial role in enabling real time urban management. Through
interconnected sensor networks, cities can monitor traffic conditions, environmental quality, energy
consumption, and public safety parameters. These data streams are transmitted to centralised operational
centres where advanced analytics platforms process and interpret the information [45].

Municipal authorities and policymakers can then use these insights to support evidence based decision making,
improve public services, and enhance overall urban sustainability [46, 47, 48].

2.4 Challenges in IoT Based Smart City Implementation

Despite the promising capabilities of IoT technologies, several challenges hinder their widespread deployment
in smart city infrastructure. One of the most significant concerns relates to data security and privacy, as large
volumes of sensitive information are transmitted across distributed networks [49].

Scalability also represents a critical challenge. As the number of connected devices grows, managing the
resulting data streams and maintaining network reliability becomes increasingly complex. Effective data
management strategies and scalable communication architectures are therefore required to ensure system
stability [50].

Another challenge lies in system integration. Smart city ecosystems often consist of heterogeneous devices
and platforms developed by different vendors. Achieving interoperability among these components requires
standardised protocols and coordinated implementation strategies [51].

Furthermore, deploying IoT infrastructure requires significant financial investment and institutional
coordination. The installation of large sensor networks, communication platforms, and data processing centres
involves substantial costs and long term maintenance commitments [52].

2.5 IoT and Sustainable Resource Management

IoT technologies also contribute significantly to broader sustainability goals. By enabling continuous
monitoring of resource flows, IoT systems improve supply chain transparency and support circular economy
models in which materials and resources are reused efficiently.

Through real time monitoring of waste streams, energy consumption, and water resources, cities can reduce
environmental impacts while optimising operational efficiency. However, achieving these benefits requires
developing strong regulatory frameworks, robust cybersecurity mechanisms, and collaborative governance
models involving governments, industry, and academic institutions.

Addressing these challenges through technological innovation and cross-sector collaboration will be essential
for maximising the potential of IoT-driven environmental monitoring systems [53-56].
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3. Architecture

The proposed study has a well-grounded design, which is explained below.

Conceptual Architecture of loT-Based
Water Monitoring Systems
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3.1 Description of the Four-Layer Conceptual Architecture of IoT-Based Water Monitoring Systems

The four-layer conceptual architecture of IoT-based water monitoring systems provides a structured
framework for collecting, transmitting, processing, and utilizing water related data in real time. This architecture
typically comprises the sensing layer, communication layer, data processing layer, and application layer,
each performing a specific function within the monitoring system.

3.11 Sensing Layer

The sensing layer forms the physical foundation of the system and consists of various sensors deployed in
water infrastructure such as reservoirs, pipelines, storage tanks, and treatment facilities. These sensors measure
important parameters, including water level, flow rate, pressure, temperature, turbidity, and pH. By continu-
ously collecting environmental and operational data, the sensing layer enables real time monitoring of water
resources and infrastructure conditions.

3.12 Communication Layer

The communication layer is responsible for transmitting data collected by the sensors to remote servers or
cloud platforms. This layer typically uses wireless communication technologies such as Wi-Fi, ZigBee,
LoRaWAN, GSM, or NB-IoT. These communication protocols enable reliable and efficient data transfer from
distributed sensing devices to centralized systems, allowing monitoring to occur even in geographically
dispersed locations.
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3.13 Data Processing Layer

The data processing layer manages the storage, analysis, and interpretation of the collected sensor data. This
layer often relies on cloud computing platforms, edge computing systems, and data analytics tools to process
large volumes of information generated by the sensors. Advanced techniques such as machine learning and
anomaly detection can be applied to identify abnormal patterns, detect leaks, predict water demand, and
improve overall system efficiency.

3.14 Application Layer

The application layer represents the user interface and decision-support component of the architecture. It
provides dashboards, visualization tools, and mobile applications that allow stakeholders including municipal
authorities, water utility managers, and consumers to monitor water usage and infrastructure conditions in
real time. Through these applications, users can receive alerts, analyse performance trends, and implement
control actions to optimize water management and ensure sustainable resource utilisation.

Together, these four layers form an integrated framework that enables efficient and intelligent monitoring of
water resources within smart city and building management systems.

4. Current Status of IoT Research

IoT research is advancing rapidly, with increasing applications across several sectors. The table below lists

the current status of IoT research and the identified gaps.

4.1 Literature Review vs. Identified Research Gaps in IoT-Based Water Monitoring Systems

Table 1. Research gaps and future directions in IoT-based water monitoring and management systems

Study/ Research Key Limitations Research
Reference | Focus Contributions Identified Gap
Reviewed
Boyle et al. Intelligent metering development of smart Focused mainly Need for fully
(2013) systems for urban water metering technologies on metering integrated IoT-
management for monitoring water infrastructure; based water
consumption limited monitoring
discussion of platforms
real-time IoT combining
integration Sensors,
analytics, and
automated
control
Jan et al. IoT—t.)ase?d water quality Surveyed sensor Limited focus on | Need for scalable
monitoring systems technologies and large-scale IoT
architectures for deployment and | architectures
domestic water quality | system suitable for
monitoring scalability smart city water
systems
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monitoring to
improve water
efficiency

Geetha and Smart water quality | Provided overview |pocused mainly on | Need for multi-
Gouthami monitoring of sensors and quality parameters | parameter monitoring
technologies monitoring without integrating | systems integrating
frameworks for infrastructure water quality, flow, and|
water quality monitoring leakage detection
assessment
Singh et al. Architecture of IoT | Described Lack of discussion | Need for advanced datd
water monitoring components and on data analytics and AI-
Systems frail’leVi’OI'le fog management and driven decision
water-level an .
. analytics support systems
water-quality £ K
monitoring Tameworks
Saad et al. IoT—‘pase.d V\{ater Demonstrated Application Need for cross-'dor.naln
mopltorlng in sensor-based restricted to IoT vyater m01.11t0r1ng
agriculture irrigation agriculture sector | solutions applicable to

urban, industrial, and
agricultural systems

Ismail et al.

Smart water

Proposed IoT

Security and

Need for secure and

al.

technologies for
urban water
infrastructure
monitoring

Provided guidelines
for selecting
communication
networks for water
monitoring systems

Limited exploration
of sensor integration
and system
scalability

monitoring for architecture for interoperability interoperable IoT
residential, multiple application |issues not fully water monitoring
industrial, and areas addressed frameworks
agricultural
environments

Oberascher et Communication Need for integrated

communication
architectures
supporting large-scale
IoT deployment

Adedeji et al.

Pipeline leakage
detection
techniques

Comprehensive
survey of leak
detection and
localisation
methods

Focused primarily
on detection
algorithms rather
than integrated IoT
systems

Need for real-time IoT-
enabled leak detection
and predictive
maintenance systems

Colombo et al.

Transient-based leak
detection in
pipelines

Analysed pressure
transient techniques
for detecting
pipeline leaks

Limited real-time
monitoring
capability

Need for continuous
monitoring using
distributed IoT sensors

Mohd Ismail et
al.

Vibration-based
leak detection using
accelerometer
sensors

Introduced sensor-
based techniques for
identifying pipeline
leaks

Limited integration
with cloud-based
monitoring
platforms

Need for IoT-cloud-
integrated leak
detection frameworks

86

dline.info/jet



Journal of E-Technology Volume 17 Number 2 May 2026

4.2 Description of the Literature Review vs. Identified Research Gaps Table

The table presents a comparative analysis of major studies related to IoT-based water monitoring systems and
highlights the research gaps identified in the existing literature. It summarises the focus and key contributions

of previous works while identifying their limitations in areas such as scalability, interoperability, real-time
monitoring, and integrated system design. The analysis reveals that many existing studies concentrate on
specific aspects such as sensor technologies, leak detection methods, or communication frameworks, but

often lack comprehensive solutions that integrate sensing, data processing, and decision support mechanisms.
By identifying these limitations, the table helps establish the need for more scalable, secure, and integrated

IoT architectures for smart water monitoring and management.

Research Current Research Future Research
Area Limitations in Gap Direction
Existing Studies
Development of
Sensor Most systems rely on Lack of unified multi- integrated multi-
Integration single function sensor platforms sensor [oT platforms
sensors (e.g., only capable of monitoring combining pH,
water level or flow water quality, quantity, turbidity, flow,
sensors) with limited and infrastructure pressure, and leak
integration of multi- conditions detection sensors
parameter sensing. simultaneously. with unified control
systems.
Data . )
Management Large volumes of Ir}eff1c1<3:nt handling of Adoption of edge
sensor generated data | Dig environmental computing, Al-
are transmitted to datasets leads to driven data filtering,
central servers storage, latency, and and distributed
without efficient processing issues. cloud architectures
preprocessing. for real-time
analytics.
Interoperability] IoT devices often use
proprietary Lack of standardized Development of
communication frameworks for standard IoT
protocols and seamless protocols and open
vendor-specific communication architectures
platforms. between heterogeneous enabling
IoT devices and interoperability
platforms. across devices,
networks, and cloud
systems.
Energy Many IoT sensor o
Efficiency nodes require Limited research on Integration of low-
continuous power energy-efficient sensor power
supply or frequent networks suitable for communication
battery replacement. remote or l‘arg.e—scale protocols, energy
water monitoring. harvesting
technologies, and
adaptive duty-cycle
mechanisms.
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Security IoT water monitoring Vulnerability to Implementation of

and Privacy | networks transmit cyberattacks, blockchain-based security
sensitive operational unauthorized access, |frameworks, encryption
and infrastructure data.| and data manipulation. | protocols, and secure

authentication
mechanisms.

Scalability Many proposed Lack of scalable Design of scalable cloud-
systems are tested only| architectures capable [based IoT infrastructures
in laboratory of supporting city-scale|and distributed
environments or small | water monitoring monitoring frameworks
pilot deployments. networks. suitable for smart cities.

Table 2. Research Gaps in IoT-Based Water
Monitoring Systems

This table provides a structured analysis of the current state of IoT-based water monitoring technologies by
identifying key limitations in existing studies and proposing specific avenues for future research. It is organized
into four columns: Research Area, Current Limitations in Existing Studies, Research Gap, and Future Research
Direction.

The table categorizes challenges into six critical research areas:

1. Sensor Integration: Highlights the reliance on single-function sensors and identifies a gap in unified multi-
sensor platforms, suggesting the development of integrated systems that monitor quality, quantity, and
infrastructure simultaneously.

2. Data Management: Addresses the inefficiency in handling large volumes of sensor data, pointing toward the
need for edge computing and Al-driven data filtering.

3. Interoperability: Notes the issue of proprietary protocols and vendor-specific platforms, calling for standard
IoT protocols and open architectures.

4. Energy Efficiency: Discusses the power constraints of sensor nodes and suggests integrating low-power
protocols and energy harvesting technologies.

5. Security and Privacy: Identifies vulnerabilities in data transmission and recommends blockchain-based
security frameworks and encryption.

6. Scalability: Points out that many systems are limited to laboratory or pilot scales, emphasizing the need for
scalable cloud-based infrastructures suitable for smart cities.

Overall, Table 2 serves as a strategic roadmap for researchers and developers, outlining the necessary
technological advancements required to create more scalable, secure, and integrated IoT architectures for
smart water management.

88 dline.info/jet



Journal of E-Technology Volume 17 Number 2 May 2026

Technology| Type / Key Advantages Limitations Typical
Component| Method Function Applications
Ultrasonic |Measures water Non-contact Performance Water storage
Level Sensor (level in tanks and | measurement, high |affected by tanks,
reservoirs using |accuracy environmental reservoirs, dams
Sensors sound waves noise
Flow Sensor [Measures water | Enables real-time |Requires installation|Water
flow rate in consumption within pipeline distribution
pipelines monitoring networks
pH Sensor |Measures acidity |Important for Requires periodic |Water quality
or alkalinity of pollution detection |calibration monitoring
water
Turbidity Detects suspended| Effective for water |Sensor fouling Drinking water
Sensor particles in water | clarity monitoring [possible treatment plants
Pressure Measures pressure| Useful for leak Sensitive to Pipeline
Sensor variations in detection pressure monitoring
pipelines fluctuations
Accelerometer| Detects vibration Early leak Requires Structural
Sensor signals in detection advanced signal monitoring of
pipelines capability processing pipelines
Smart buildings
Commu- | Wi-Fi Short-range High data High power and indoor
nication wireless transfer rate consumption monitoring
Technolo- communication
gies
ZigBee Low-power Energy efficient for [Limited range Environmental
wireless network | sensor networks monitoring
systems
Long-range low- [ Suitable for large- |Lower data
LoRa/ power scale deployments [transmission rate [Smart city water
LoRaWAN communication monitoring
Cellular-based IoT| Reliable wide-area |Requires telecom |Urban water
NB-IoT communication connectivity infrastructure distribution
monitoring
Cellular Wide coverage and |Higher operational [Remote water
GSM / 4G communication | reliable cost monitoring
network transmission systems
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Data Pro- | Cloud Centralized storage [ Scalable Latency issues | Smart city
cessing Computing | and processing of infrastructure in real-time monitoring
and sensor data processing platforms
Analytics
Edge Local processing Reduced latency | Limited Real-time leak
Computing [near sensor nodes and bandwidth computational | detection
usage resources
Machine Data-driven pattern | Enables predictive| Requires large | Predictive
Learning detection and analytics datasets maintenance of
Algorithms | prediction pipelines
Artificial [ Automated decision-| Advanced High Smart water
Intelligence| making and anomaly [ monitoring computational | management
detection capabilities complexity systems
Big Data Processing large- Improved Requires City-scale water
Analytics |scale environmental | decision-making | complex monitoring
datasets infrastructure

Table 3. Comparison of IoT technologies used in water monitoring systems, including sensors,
communication networks, and data analytics techniques

4.3 Description of the IoT Water Monitoring Technologies Comparison Table

The table provides a comprehensive comparison of the key technological components used in IoT-based
water monitoring systems, including sensing technologies, communication networks, and data processing
techniques. It outlines the primary functions, advantages, and limitations of each technology, along with their
typical application areas. The comparison illustrates how different sensors are used to monitor water level,
flow, quality, and infrastructure conditions, while communication technologies such as Wi-Fi, ZigBee,
LoRaWAN, and NB-IoT enable reliable data transmission. Additionally, the table highlights the role of advanced
data analytics approaches, including cloud computing, edge computing, machine learning, and artificial
intelligence, in enabling real-time monitoring and intelligent decision-making in smart water management
systems.

5. Summary

This paper presents a structured review of IoT-based technologies for environmental and water resource
monitoring, highlighting their growing importance in achieving sustainable urban development. The study
begins by outlining the role of IoT in integrating sensors, communication networks, and data analytics to
enable real-time monitoring of environmental systems. Applications across smart grids, waste management,
and water systems demonstrate the transformative potential of IoT in improving operational efficiency and
resource utilization.

The review further examines IoT deployment in urban infrastructure, including intelligent road monitoring
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systems that use embedded sensors to capture parameters such as temperature, strain, vibration, and traffic
behavior. While these systems provide valuable data, traditional sensors often lack integrated processing and
communication capabilities, limiting their effectiveness within modern IoT ecosystems.

A major focus of the paper is IoT-based water monitoring and management systems, in which technologies
such as smart metering, water-quality sensors, and leak-detection mechanisms have significantly improved
water conservation and system efficiency. The study also explores applications in agriculture, residential, and
industrial contexts, demonstrating the versatility of IoT solutions.

In addition, the paper discusses IoT applications in smart buildings and urban systems, emphasizing their role
in managing energy, water, security, and environmental conditions through interconnected platforms. Despite
these advancements, several challenges are identified, including data security risks, scalability issues,
interoperability limitations, and high implementation costs.

The study introduces a four-layer conceptual architecture (sensing, communication, data processing, and
application layers) to provide a structured framework for IoT-based water monitoring systems. Furthermore,
comparative tables highlight existing technologies, research gaps, and future directions, particularly in multi-
sensor integration, data management, energy efficiency, and system scalability.

Overall, the review provides a comprehensive synthesis of current technologies, identifies key limitations in
existing research, and outlines opportunities for advancing IoT-driven environmental monitoring systems.

6. Conclusion

IoT technologies have emerged as powerful enablers of real time environmental and water resource monitoring,
offering significant improvements in efficiency, sustainability, and decision making. The integration of advanced
sensors, communication networks, and data analytics platforms allows for continuous monitoring and
intelligent management of complex urban and environmental systems.

However, the findings of this review indicate that current IoT-based solutions are often fragmented, with
many studies focusing on isolated components such as sensing, communication, or analytics rather than fully
integrated systems. Key challenges including scalability, interoperability, data security, energy efficiency,
and high implementation costs continue to hinder large-scale deployment, particularly in smart city envir-
onments.

The proposed four-layer architecture provides a robust framework for designing comprehensive IoT-based
water monitoring systems, but its effective implementation requires advancements in multi-sensor integration,
edge and cloud computing, and standardized communication protocols. Additionally, incorporating emerging
technologies such as artificial intelligence, machine learning, and blockchain can significantly enhance system
performance, security, and predictive capabilities.

Future research should focus on developing scalable, secure, and interoperable IoT ecosystems that can
operate efficiently across diverse application domains. Collaborative efforts among governments, industry,
and academia will be essential to address existing limitations and accelerate the adoption of smart environmental
monitoring systems.
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In conclusion, IoT-driven water monitoring systems hold immense potential to support sustainable resource
management and smart city development. Realizing this potential will depend on overcoming current technical
and operational challenges through innovation, standardization, and integrated system design.
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