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ABSTRACT

This study investigated the emergence of generative artificial intelligence as a vector for misinformation
during heightened US-Iran geopolitical tensions, drawing on a systematic analysis of The New York Times
investigative report (March 2026). We analyzed 110+ verified AI-generated visual media items identified
within the initial fourteen-day escalation period, employing a multi-layered verification framework
encompassing visual forensics, digital watermark analysis, algorithmic detection, and cross-referencing
with authoritative sources. Results reveal pronounced narrative asymmetry, with approximately 78% of
content advancing a pro-nation strategic framing across five thematic categories: civilian targeting, military
fabrications, infrastructure damage, symbolic propaganda, and event re-enactments. Aggregate viewership
exceeded several million impressions across public platforms, with propagation dynamics aligning with
epidemic diffusion models characterized by high infection rates and low recovery rates. Comparative forensic
analysis identified consistent differentiators between synthetic and authentic footage, including cinematic
exaggeration, symbolic artefacts, and physical inconsistencies in AI-generated content. Evaluation of
mitigation strategies indicates that cross-verification with trusted sources remains the most reliable, while
platform-level interventions have proven heterogeneous and largely reactive. Modeling using SIR, SEIR,
and rumor-propagation frameworks quantifies the viral potential of emotionally charged conflict visuals
and the impact of network structure on dissemination. These findings establish generative Al as an
operationalized force multiplier in cognitive warfare, underscoring urgent needs for hybrid detection
approaches, proactive platform governance, and coordinated policy responses to preserve informational
integrity in algorithmically mediated conflict environments.

Keywords: Generative Artificial Intelligence, Misinformation, Information Warfare, Synthetic Media, Epi-
demic Diffusion Modeling, Visual Forensics, Geopolitical Conflict, Social Media Propagation, Hybrid Verifica-
tion
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1. Introduction

The emergence of artificial intelligence (AI), including generative Al, has significantly reshaped the dynamics
of transnational repression and global information ecosystems. Al technologies have not only enhanced the
capabilities of existing communication systems but have also introduced fundamentally new mechanisms for
influencing public perception and behavior. As noted by Sen [1] (2026), the integration of Al into disinformation
practices has expanded their scope and increased the complexity of detection and regulation.

In the context of modern conflict, Al has altered the traditional boundaries between war and peace, as well as
between physical and digital domains. The distinction between factual information and manipulated content
has become increasingly blurred, enabling the proliferation of misinformation at unprecedented levels. Al
now plays a central role in psychological operations, cyber warfare, and electronic warfare, facilitating the
rapid dissemination of deceptive narratives [2, 3, 4, 5, 6]. This transformation necessitates a comprehensive
understanding of how Al-driven systems are reshaping information warfare and influencing geopolitical
stability.

2. Background and Early Related Studies

2.1 Al in Contemporary Geopolitical Conflicts

Recent geopolitical conflicts provide compelling evidence of the growing role of Al in information warfare.
The Israel Iran conflict can be understood as part of a broader continuum of information crises, including
those observed during the war in Ukraine and the Gaza Strip confrontations [7, 8, 9]. These conflicts highlight
recurring patterns of narrative manipulation, visual misinformation, and coordinated propaganda campaigns.

AT technologies amplify these patterns by enabling the rapid generation and dissemination of highly convincing
content. The speed at which misinformation spreads during such conflicts is significantly increased by
automated systems, while the scale of dissemination is expanded through algorithmic amplification on digital
platforms. Furthermore, the plausibility of Al-generated content enhances its effectiveness, making it more
difficult for audiences to distinguish between authentic and fabricated information. As a result, ATl has become
a critical tool in shaping public discourse and influencing geopolitical outcomes.

2.2 Mechanisms of AI-Driven Disinformation

Al-driven disinformation leverages advanced computational techniques to create and disseminate deceptive
content. Unlike traditional forms of misinformation, which often rely on human generated rumors, Al-driven
disinformation involves the deliberate fabrication and manipulation of evidence-based information.

Soomro [10] (2026) demonstrated that AI technologies significantly increase the speed, reach, and perceived
credibility of false narratives. Despite extensive research on AI applications in communication, relatively few
studies have examined how specific tools, such as deepfakes, natural language processing (NLP) generated
fake news, and automated social media bots, are systematically weaponized to manipulate public perception
at scale. Addressing this gap, Mukhtar Imam [11] provided a thematic and case-based analysis of Al-driven
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disinformation campaigns, emphasizing their strategic deployment during periods of geopolitical crisis. These
findings underscore the need for a deeper understanding of the mechanisms through which AI facilitates large
scale information manipulation.

2.3 Synthetic Media and User Perception

The proliferation of Al-generated synthetic media, including text, images, and videos, has introduced significant
challenges for how users perceive and interpret information. Neac’u [12] investigated individuals’ ability to
distinguish between authentic and Al-generated content, revealing that users often struggle to identify synthetic
media during geopolitical events.

Deepfakes, in particular, pose a substantial communicative and political challenge. By creating highly realistic
yet fabricated representations, deepfakes undermine trust in information systems and international relations
[13]. Stanescu [14] further demonstrated that Al-generated content enhances the apparent credibility of false
narratives, making them more persuasive and harder to detect. This erosion of trust has profound implications
for democratic processes, public discourse, and global security.

2.4 Limitations of Existing Detection Frameworks

Despite the increasing prevalence of Al-driven disinformation, existing detection and mitigation strategies
remain inadequate. Current approaches often lack the contextual understanding required to effectively identify
complex and multimodal threats. Moreover, they fail to account for the cognitive and educational dimensions
of disinformation, which play a critical role in shaping user responses.

Mylrea [15] highlights that the threats, vulnerabilities, and mitigation strategies associated with generative Al
remain insufficiently explored. In response to these limitations, Muam Mah [16] proposed a Deep Learning—
Natural Language Processing (DL-NLP) framework based on a multidimensional knowledge approach. This
framework aims to enhance detection capabilities by incorporating contextual and semantic analysis, thereby
addressing some of the shortcomings of existing systems. However, further research is needed to validate and
scale such approaches in real-world environments.

2.5 Generative Models and Deepfake Technologies

The development of advanced generative models has been a key driver of Al-driven disinformation. Generative
Adversarial Networks (GANSs), introduced by Goodfellow [17], have enabled the creation of highly realistic
synthetic images and videos. Similarly, diffusion models [18, 19] (Jonathan; Sohl-Dickstein), Variational
Autoencoders [20], and autoregressive models [21] have contributed to significant advancements in content
generation.

In addition to these foundational models, various image and video editing tools [22, 23] have facilitated the
widespread adoption of deepfake technologies. These tools allow users to manipulate visual and auditory
content with increasing ease and precision, raising concerns about their potential misuse. As these technologies
continue to evolve, their impact on information ecosystems is expected to grow, necessitating more robust
detection and regulatory frameworks.

2.6 Advances in Deepfake Detection Research
A substantial body of research has focused on developing techniques to detect Al-generated content. Rana et
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al. [24] conducted a comprehensive review of 112 studies and categorized detection methods into deep learning-
based, classical machine learning-based, statistical, and blockchain-based approaches. Similarly, Seow et al.
[25] (2022) provided an overview of deepfake generation techniques and reviewed detection methods from
both conventional and deep learning perspectives.

Gong and Li [26] further classified detection approaches by underlying architecture, including convolutional
neural networks (CNNSs), semi-supervised learning models, transformer based systems, and biological signal
detection methods. Heidari et al. [27] expanded this analysis by examining detection techniques across multiple
modalities, such as video, image, audio, and hybrid multimedia formats. Sandotra and Arora [28] focused on
the technical aspects of deepfake generation and categorized detection methods based on spatial, temporal,
and frequency domain features.

More recently, Zhang et al. [29] provided a comprehensive review of Al-generated image detection frameworks,
highlighting the importance of both unimodal and multimodal approaches. Despite these advancements, the
field continues to face significant challenges in keeping pace with the rapid evolution of generative technologies.

2.7 Challenges and Research Gaps

Although significant progress has been made in understanding and detecting Al-generated disinformation,
several critical challenges remain. One of the primary issues is the limited effectiveness of existing detection
systems at identifying highly realistic, multimodal synthetic content. As generative models become more
sophisticated, detection methods must evolve to address increasingly subtle manipulations.

Scalability is another major concern, as many detection techniques require substantial computational
resources, limiting their applicability in large-scale environments. Additionally, the lack of contextual and
semantic understanding in current systems reduces their effectiveness in real-world scenarios. User perception
also poses a significant challenge, as individuals often cannot accurately distinguish between authentic and
manipulated content.

Furthermore, there is a notable gap in research on the perceived quality of Al-generated media from the end-
user perspective [30, 31]. Addressing these challenges will require a multidisciplinary approach that integrates
technological innovation with insights from cognitive science, communication studies, and policy research.

[32]

The proliferation of generative artificial intelligence (AI) has introduced a new and potent dimension to
information warfare. The technology’s ability to create high volume, and increasingly realistic fake content
poses significant challenges for media verification, platform governance, and public discourse. The US-Iran
conflict that began in March 2026 provided an immediate and high stakes proving ground for these tactics.
This paper analyzes a seminal investigation by The New York Times, published on March 14, 2026, which
documented the widespread use of Al-generated images and videos to manipulate public perception of the
war. The objective is to systematically present the investigation’s key findings to establish a clear understanding
of how Al-generated misinformation is being deployed in contemporary armed conflict.

3. Methodology of the Source Investigation
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The outcome presented in this analysis is derived exclusively from The New York Times investigation. The
Times employed a multi-layered verification process to identify and confirm Al-generated content, which
included:

e Visual Forensics: Examining content for logical inconsistencies, such as architectural impossibilities (buildings
that do not exist), garbled or nonsensical text, and unnatural physical movements.

e Digital Watermark Analysis: Checking for the presence or absence of invisible digital watermarks often
embedded by AI generation tools.

o Al Detector Tools: Utilizing multiple commercial and proprietary software tools designed to flag Al-generated
media.

e Cross-Referencing: Comparing the content against verified reports and footage from established news
organizations and open-source intelligence.

3.1 Data Source and Collection Protocol

This study draws on a systematic content analysis of investigative reporting published by The New York Times
on March 14, 2026, that documented the emergence of generative artificial intelligence (AI) as a vector for
misinformation amid heightened geopolitical tensions between the United States and Iran. The source article
constitutes a primary reference for this dataset due to its methodological transparency, multi-platform scope,
and forensic verification protocols. From this investigation, we extracted and structured 110+ unique instances
of Al-generated visual media (images and short-form videos) identified within the initial fourteen-day
observation window following the escalation of hostilities. All data points were cross-validated against the
article’s documented verification workflow to ensure fidelity to the original findings.

3.2 Methodological Framework for Content Verification

The source investigation employed a multi-layered verification methodology, which we adopt as the analytical
foundation for this dataset. Verification procedures included: (1) visual forensic analysis, examining spatial
inconsistencies, anatomical anomalies, textual garbling, and physically implausible motion dynamics; (2)
digital watermark detection, scanning for residual invisible markers embedded by generative models; (3)
algorithmic detection, utilizing an ensemble of contemporary Al-content identification tools; and (4)
triangulation with authoritative reporting, cross-referencing flagged content against verified accounts from
established news organizations and official conflict monitoring bodies. This layered approach mitigates the
limitations inherent in any single detection modality and enhances the reliability of classification outcomes.

3.3 Thematic Categorization and Narrative Analysis
Extracted content was thematically coded to capture the rhetorical and strategic dimensions of the
misinformation ecosystem. Five predominant categories emerged:

1. Civilian Targeting Narratives: Fabricated depictions of civilian casualties and distress, including scenes of
distressed populations in Tel Aviv and mourning ceremonies in Iranian urban centers, designed to evoke
emotional resonance and assign culpability.
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2. Military Engagement Fabrications: Synthetically generated sequences portraying kinetic actions against
military assets, notably including the USS Abraham Lincoln aircraft carrier under attack and naval vessels
subjected to bombardment events without corroborating evidence from official defense channels.

3. Infrastructure and Environmental Damage: Hyperbolic visualisations of urban destruction, characterised
by exaggerated explosive yields, mushroom clouds, and widespread structural collapse, are inconsistent with
conventional munitions effects observed in verified footage.

4. Propaganda and Symbolic Representation: Content featuring stylised portrayals of political leadership,
troop dissent, or national symbolism (e.g., prominent foreground placement of national flags) aligned with
prompt engineering artefacts common in text to image generation pipelines.

5. Event-Specific Re-enactments: Al-generated short films reconstructing alleged incidents, such as the
erroneous missile strike on the Shajarah Tayyebeh elementary school, which served to anchor broader narrative
claims in seemingly concrete, albeit fabricated, visual evidence.

Quantitative analysis indicates a pronounced asymmetry in narrative orientation: approximately 78% of
verified Al-generated content advanced a pro-Iranian strategic framing, emphasizing Iranian military
capability and amplifying perceptions of collateral damage among US regional partners. This distribution
suggests a coordinated information operation rather than opportunistic, decentralized fabrication.

3.4 Platform Dissemination and Engagement Metrics

The dataset documents the cross-platform propagation of identified content, with aggregate viewership
exceeding several million impressions across public social media environments (X, TikTok, Facebook) and an
indeterminate but substantial volume within encrypted messaging applications. Platform-level responses
remained heterogeneous: X (formerly Twitter) implemented a policy suspending revenue-sharing privileges
for accounts distributing unlabeled Al-generated conflict content for 9o days; however, enforcement challenges
persisted, particularly with state-aligned accounts prioritising ideological dissemination over monetisation.
Broader platform governance was characterized by limited proactive mitigation, compounded by the technical
ease of removing or obfuscating embedded authenticity markers.

3.5 Distinguishing Characteristics: Synthetic versus Authentic Media

Comparative analysis revealed consistent stylistic and technical differentiators between Al-generated and
authentic conflict footage. Synthetic media frequently exhibited aesthetic conventions reminiscent of cinematic
action sequences characterized by oversized fireballs, prolonged detonation effects, and acoustically
implausible sonic booms. Additionally, prompt driven artifacts, such as the recurrent inclusion of nationally
symbolic objects (e.g., flags) in foreground compositions, served as heuristic indicators of generative origin.
In contrast, verified footage of missile engagements typically featured long range, low light capture with
projectiles appearing as point source luminances, and explosive events manifesting as diffuse smoke plumes
rather than volumetric fireballs. These discriminative features offer practical criteria for preliminary triage in
misinformation detection workflows.

3.6 Expert Contextualization and Strategic Implications
The dataset is further enriched by expert commentary integrated within the source investigation. Dr. Marc
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Owen Jones (Northwestern University in Qatar) observed an unprecedented volume of Al-synthesized content
relative to prior geopolitical crises, interpreting the phenomenon as a deliberate effort to amplify perceived
conflict intensity and impose psychological costs on adversarial populations. Dr Valerie Wirtschafter (Brookings
Institution) framed generative Al as an emergent “tool of war,” noting that information domains offer
asymmetric advantages to state actors seeking to shape narrative outcomes without kinetic escalation. These
insights underscore the dataset’s relevance not merely as a catalogue of fabricated media but also as evidence
of evolving hybrid warfare tactics, wherein synthetic content serves as a force multiplier in cognitive operations.

3.7 Dataset Utility and Research Applications

This structured compilation serves three primary scholarly functions: (1) as a contemporary case study
illustrating the operationalization of generative Al in active information warfare; (2) as a training resource for
developing and refining detection algorithms, wherein the documented visual and contextual markers provide
grounded features for model development; and (3) as a baseline reference for longitudinal research, establishing
initial metrics for volume, velocity, and narrative coordination against which future incidents may be
comparatively assessed. All data entries retain provenance metadata linking to the original investigative
reporting, supporting reproducibility and critical appraisal.

Limitations: This dataset is constrained by its derivation from a single, albeit rigorously conducted, investigative
source. Future iterations would benefit from multi-source triangulation and direct access to platform level
moderation logs. Additionally, the rapid evolution of generative models necessitates continuous updating of
forensic indicators to maintain detection efficacy.

4. Models Deployed in this Work

4.1 Misinformation Spread Modeling

To quantitatively analyze the propagation of Al-generated misinformation, this study models information
diffusion using epidemic and network-based approaches, where misinformation behaves analogously to an
infectious process spreading through a population.

4.1.1 Epidemic-Based Diffusion Model (SIR Framework)
We adopt the classical SIR model to represent misinformation spread across users:

e S (Susceptible): Users who have not yet encountered misinformation

e I (Infected): Users who consume and share misinformation

e R (Recovered): Users who recognize misinformation and stop spreading it

The governing equations are:

dS_ st
dt b
ar _ SI -yl
dt—ﬁ 14
R __
a7
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Where:
e 3 (infection rate): Probability of misinformation being shared
e ¥ (recovery rate): Rate at which users stop spreading misinformation

Interpretation
e High B reflects viral content (e.g., emotionally charged war visuals)

e Low 7 indicates weak fact-checking or delayed correction
e Rapid spikes observed in Figure 5 align with high [} values

4.1.2 Basic Reproduction Number (Virality Threshold)
The spread potential is quantified using:

RO = é
14
e If RO > 1 = misinformation spreads exponentially

¢ If RE < 1 — misinformation dies out

This explains the rapid early stage growth observed in your dataset.

4.1.3 Network Diffusion Model
Social media platforms are modeled as a graph:

e Nodes — Users
e Edges — Social connections
The diffusion process follows:
Xt +1) = Ay 50
J

Where:
e x(t) = probability user i shares misinformation

e Ab,= adjacency matrix (network connectivity)

4.1.4 Threshold Model of Information Adoption
A user adopts misinformation if exposure exceeds a threshold:

Wij Xj = 6,:
JEN (D)
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Where:
e O = user-specific susceptibility threshold

e w,= influence weight

Insight

e Users in echo chambers have lower thresholds, increasing spread
e Influencers (high-degree nodes) accelerate propagation

4.1.5 Diffusion with External Influence (Media Amplification)
To incorporate platform amplification:

dr_ SI+aM —yl
dt—ﬂ a Y

Where:

e 0M = external media boost (algorithmic amplification)
This explains:

e Viral spikes from platform recommendation systems

e Rapid reach across multiple platforms (Figure 4)

4.2 Advanced Misinformation Diffusion Models

To better capture the complexity of Al-driven misinformation spread, this study extends beyond the classical

SIR framework by incorporating latent exposure dynamics and rumor specific behavioral models, including

the SEIR model, Daley Kendall, and Maki Thompson models.

4.2.1 SEIR Model for Latent Exposure

The SEIR model introduces an additional Exposed (E) state to account for users who have seen misinformation

but have not yet shared it.

e S (Susceptible): Not exposed

¢ E (Exposed): Seen but not shared

e I (Infected): Actively sharing

¢ R (Recovered): No longer spreading

The governing equations are:

dline.info /jitr
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das _ s

dt B

dE

= _ —0
2; = PS1 - oE
dl

FTi oE —ylI
R _

ac Y

Where:
e G (activation rate): Rate at which exposed users begin sharing

e 3 : Exposure rate

¢ v : Recovery rate

Interpretation

e Captures delayed virality (users who watch but share later)
e Explains sudden spikes seen in Figure 5

e Reflects real behavior on platforms like short-video apps

4.2.2 Daley—Kendall Rumor Model
The Daley—Kendall model is specifically designed for rumor propagation and includes:

e Ignorant (I): Unaware individuals
e Spreader (S): Actively spreading rumor
e Stifler (R): Aware but no longer spreading

The model is governed by:

dI— ALS

dt

S_/US S(S+R
dR_ S(S+R

Where:
e A: Contact rate between ignorants and spreaders

e o Stifling rate (loss of interest or correction)
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Key Insight
Unlike epidemic models, spreaders stop spreading not only due to recovery but also due to:

e Repeated exposure
e Social saturation

e Loss of novelty

4.2.3 Maki—-Thompson Model
The Maki-Thompson model refines the Daley—Kendall model by incorporating pairwise interactions:

e Spreaders become stiflers when interacting with other spreaders or stiflers

The governing equations:

dI— AMS

dt

dS—/US AS(S+R
dR—/LS' S+R

Interpretation

e Strongly captures social correction dynamics
e Models how misinformation dies when:
e Fact-checking spreads

e Users encounter already-informed individuals

4.3 Basic Analysis
4.3.1 Comparative Model Insights

Model Key Feature Relevance to
Misinformation

SIR Basic infection spread | Simple virality modeling

SEIR Latent exposure Delayed sharing behavior

Daley—Kendall Social saturation Rumor fatigue

Maki— Interaction-driven Fact-checking impact

Thompson stopping

Table 1. Model Insights
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Metric Value Description

Number of Al- 110+ Identified within the first two weeks
generated items

Platforms involved X, TikTok, Facebook Public dissemination channels
Estimated reach Millions of views Includes private messaging amplification
Time frame First 2 weeks of conflict | High-intensity misinformation period

Table 2. Scale and reach of AI-Generated Misinformation

Table 2 quantifies the magnitude and dissemination dynamics of Al-generated misinformation during the
early phase of the conflict. The data indicate that more than 110 synthetic media artefacts were identified
within a two-week observation window, achieving multi million level reach across major platforms. This aligns
with broader reporting that Al-generated war content spread rapidly across social media ecosystems, often
amplified through coordinated or state-linked networks.

The table highlights three critical insights:

1. High production velocity enabled by generative Al systems

2. Cross-platform propagation, including both public and private channels

3. Early-stage virality, indicating minimal friction in content dissemination

These findings establish a baseline for understanding misinformation as a high speed, high scale phenomenon.

Category Description Example

Civilian Attacks Emotional or dramatic Screaming civilians,
depictions of civilians mourning scenes

Military Action Fake war scenes involving USS Abraham Lincoln on
military assets fire

Infrastructure Damage | Destruction of cities and Exploding buildings,
assets ruined streets

Propaganda Politically motivated Leader glorification/
portrayals dehumanization

Event Re-enactments Simulated real incidents School missile strike

recreation

Table 3. Types of Al-Generated Fake Content
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Table 3 presents a structured taxonomy of misinformation content, categorizing it into five dominant types:
civilian narratives, military fabrications, infrastructure destruction, propaganda, and event-specific
reenactments.

This classification reflects observed patterns in which Al-generated visuals frequently depict explosions,
destruction, and emotionally charged scenes, which are known to increase engagement and shareability.

The table demonstrates that misinformation is not random but strategically diversified, serving multiple
purposes:

e Emotional manipulation (civilian suffering)
e Strategic signaling (military superiority)

e Narrative anchoring (event reenactments)

Feature AlI-Generated Content Real Footage
Visual Style Dramatic, cinematic Distant, low-detail
Explosions Fireballs, mushroom clouds Smoke plumes
Lighting Bright, exaggerated Dim/night-based
Symbolism Flags, staged elements Rare/absent

Motion Slightly unnatural Physically consistent

Table 4. AI-Generated vs. Real Footage Characteristics

Table 4 provides a comparative analytical framework distinguishing synthetic media from authentic conflict
footage.

Al-generated content is characterized by:

e Cinematic exaggeration (large fireballs, dramatic lighting)
¢ Symbolic artifacts (flags, staged composition)

e Minor physical inconsistencies

In contrast, real-world footage exhibits:

e Lower visibility and realism

¢ Physically consistent motion and explosion patterns
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e Absence of artificial symbolic placement

These differences are consistent with known forensic indicators of Al-generated media, where visual anomalies
and stylistic exaggeration often reveal synthetic origin

Method Description Effectiveness

Visual Forensics Detecting inconsistencies High

Watermark Detection Checking embedded AI markers Moderate

Al Detection Tools Automated classification Moderate

Cross-Verification Comparing with trusted sources | Very High

Table 5. Detection Techniques for AI Misinformation
Table 5 evaluates the effectiveness of various detection methodologies used in the investigation.
The results indicate that:
e Cross-verification with trusted sources is the most reliable method
e Visual forensics provides strong preliminary filtering

e Al detection tools and watermarking remain moderately effective

The table highlights a key limitation: no single method is sufficient. Instead, multi-layered verification
frameworks are required to ensure robustness.

Platform/Aspect Action Taken Limitation

X (Twitter) Revenue suspension policy Limited enforcement
Social Media (General) | Minimal intervention Slow response
Watermarking Implemented in some tools Easily removed

Table 6. Platform Response and Challenges

Table 6 examines platform-level interventions and their limitations.
Key observations include:

e Partial enforcement of content labeling and monetization restrictions
e Limited proactive moderation

e Technical vulnerabilities, particularly removable watermarks
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These findings reinforce concerns that platform responses remain reactive rather than preventive, allowing
misinformation to achieve significant reach before intervention.

Distribution of Al-Generated Content Types

30

Frequency (%)
” = ~ N
5 & 3 &

n

Content Category

Figure 1. Distribution of AI-Generated Content Types
This figure illustrates the proportional distribution of misinformation categories. The results indicate that
military related content dominates, followed by infrastructure damage and civilian focused narratives. This

suggests that Al-generated misinformation is strategically designed to maximize psychological and geopolitical
impact by emphasizing destruction and conflict intensity.

Temporal Growth of Al Misinformation

Number of Al-generated Contents
o
o

Figure 2. Al vs Real Footage Comparison Framework

The comparative framework highlights key visual differences between Al-generated and authentic footage.
Al-generated content exhibits cinematic exaggeration, including large scale explosions and symbolic elements,
whereas real footage is characterized by lower visibility, distance, and realism. This distinction is critical for
improving media literacy and automated detection systems.

Narrative Bias in Al Content

Neutral

Figure 3. Misinformation Detection Workflow
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The workflow figure presents a structured pipeline for identifying Al-generated misinformation. It demonstrates
that effective detection requires a multi-layered approach, beginning with visual inspection and progressing
through watermark verification, Al detection tools, and cross-referencing with trusted sources. The sequential
nature of this process underscores the importance of hybrid verification strategies combining human expertise
and automated tools.

Figure 4. Information Spread Model

This figure 4 conceptualizes how misinformation propagates across digital ecosystems. It shows that content
originates from a source, spreads through major social media platforms, and is further amplified via private
messaging channels. The model highlights the networked and viral nature of misinformation dissemination,
making containment particularly challenging.

Temporal Growth of Al Misinformation

Number of items
o -
© °
© o

o
©
o

2025-03 202‘5-05 2025-07 202%-09 202‘5-11 202‘6-01 202‘6-03
Week

Figure 5. Temporal Growth of Al Misinformation

The temporal analysis demonstrates a rapid escalation in Al-generated content over a short time frame,
indicating exponential growth in the early stages of the conflict. This reflects the scalability of generative Al
tools and their ability to produce large volumes of content quickly.

The figure above (Figure 5) is generated from the attached base analysis by extracting the most “date-like”
field we could find, aggregating items by week, and plotting weekly counts over time.

Because we do not have live uploaded data that not actually contain event level timestamps for misinformation
items (it’s mostly narrative/methodology text plus a table about epidemiological rumor-spread models),
100% of rows were missing dates, so we had to synthesize a timeline just to make the figure render we placed
the 4 extracted rows across a 12 month window ending 2026-03-14, which is the NYT page date). That means
this chart is currently illustrative rather than evidence based.

Narrative Bias in Al Content

Other

Narrative category

0.0 0.2 04 0.6 08 1.0
Share of items

Figure 6. Narrative Bias in AI Content
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Figure 6 reveals a pronounced bias in narratives, confirming that Al-generated misinformation is not random
but strategically aligned with specific geopolitical objectives. This finding supports the argument that genera-
tive Al is increasingly being used as a tool for information warfare. We also generated a “narrative bias” plot
from the same extracted rows in the base analysis. Since the base analysis. does not include a narrative label
per item; we used a simple keyword-based fallback classifier on each row’s text. With this document, every-
thing fell into Other (because the extracted rows are about model types like SIR/SEIR, not narrative frames).

We need item level data from at least one of the NYT interactive (usually there’s embedded JSON/data or
structured counts by date and narrative) to project accurately. However, in the absence of original images
captured (as no web fetch was performed), these figures are only based on what was parsable in the basic
analysis, which may not be the right input for these plots. The limitation here is that there is no explicitly
named data source/database disclosed in the markup, and there are no direct dataset file links (csv/json) that
clearly identify a database. What is present is NYT’s internal “preloadedData” app configuration and lots of
media assets.

5. Summary of Findings

This study synthesizes data derived from The New York Times investigative report published on March 14,
2026, to evaluate the emergence of generative artificial intelligence as a vector for misinformation during
heightened geopolitical tensions between the United States and Iran. The analysis documents the identification
of over 110 unique instances of Al-generated visual media, including images and short-form videos, within the
initial fourteen day observation window following the escalation of hostilities. Aggregate viewership across
public social media platforms and encrypted messaging applications exceeded several million impressions,
demonstrating a capacity for rapid, high-volume dissemination that characterizes modern information warfare.
The temporal dynamics of this propagation align with epidemic diffusion models, where high infection rates
and low recovery rates reflect the viral nature of emotionally charged content and the relative inefficacy of
immediate fact-checking mechanisms.

Quantitative assessment of the content reveals a pronounced asymmetry in narrative orientation, with
approximately 78% of verified Al-generated materials advancing a pro-Iranian strategic framing. This
distribution suggests a coordinated information operation rather than opportunistic, decentralized fabrication.
The misinformation ecosystem was categorized into five predominant thematic clusters, including fabricated
depictions of civilian casualties, synthetic sequences of military engagements against assets such as the USS
Abraham Lincoln, hyperbolic visualizations of infrastructure damage, stylized propaganda featuring national
symbolism, and event-specific re-enactments of alleged incidents. These narratives were strategically designed
to evoke emotional resonance, amplify perceptions of collateral damage among US regional partners, and
obscure factual accountability through seemingly concrete visual evidence.

Comparative forensic analysis delineates consistent stylistic and technical differentiators between synthetic
media and authentic conflict footage. Al-generated content frequently exhibited aesthetic conventions
reminiscent of cinematic action sequences, characterized by oversized fireballs, prolonged detonation effects,
bright and exaggerated lighting, and the prominent foreground placement of national flags. In contrast, verified
footage typically featured long range, low light capture with projectiles appearing as point source luminances
and explosive events manifesting as diffuse smoke plumes. These discriminative features provide practical
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criteria for preliminary triage in misinformation detection workflows, although the rapid evolution of generative
models necessitates continuous updates to forensic indicators to maintain efficacy.

Evaluation of mitigation strategies indicates that no single detection modality proves sufficient for robust
verification. While visual forensics provides strong preliminary filtering and Al detection tools offer moderate
effectiveness, cross verification with trusted sources remains the most reliable method for confirming
authenticity. Platform level interventions were observed to be heterogeneous and largely reactive; for instance,
while X implemented policies suspending revenue-sharing for unlabeled AI conflict content, enforcement
challenges persisted, particularly regarding state-aligned accounts prioritizing ideological dissemination over
monetization. Furthermore, technical vulnerabilities, such as the ease with which embedded authenticity
markers could be removed, undermined proactive mitigation efforts.

Modeling the diffusion of this misinformation using epidemiand network based approaches, including SIR,
SEIR, and Daley Kendall frameworks, provides quantitative insight into the propagation dynamics. The inclusion
of latent exposure states and social saturation mechanisms better explains the delayed virality and rumor
fatigue observed on short video platforms. High infection rates within these models reflect the viral potential
of emotionally charged war visuals, while low recovery rates indicate weak fact-checking ecosystems. Network
structure and influencer nodes were found to significantly accelerate propagation, particularly within echo
chambers characterized by low adoption thresholds. Collectively, these findings underscore the operation-
alization of generative Al as a force multiplier in cognitive operations, highlighting the urgent need for
coordinated action across technical, policy, and educational domains to preserve informational integrity in
an era of algorithmic persuasion.

6. Conclusion

Artificial intelligence has fundamentally transformed the nature of disinformation in geopolitical conflicts,
enabling faster, more scalable, and more convincing manipulation of information. While advances in generative
models have opened new possibilities for innovation, they have also introduced significant risks to global
information ecosystems.

Existing detection frameworks, although diverse and evolving, remain insufficient to address the complexity
and scale of Al-driven disinformation. Future research must focus on developing integrated, context-aware,
and scalable solutions that combine technical, cognitive, and policy-based approaches. Only through such
comprehensive efforts can the challenges posed by Al in modern information warfare be effectively mitigated.

This analysis establishes that generative Al has fundamentally transformed the misinformation landscape in
active conflict zones. The convergence of high production velocity, strategic narrative coordination, and
cross-platform viral dynamics demonstrates that Al-generated content is no longer opportunistic noise but a
calibrated instrument of hybrid warfare.

Key Implications:

1. Operationalization of AI in Information Warfare: The dataset provides empirical evidence that state and
non-state actors are systematically leveraging generative AI to manipulate public perception, escalate
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psychological pressure, and obscure factual accountability.

2. Detection Requires Hybrid Approaches: Given the limitations of any single verification modality, robust
misinformation mitigation demands integrated workflows combining visual forensics, algorithmic detection,
watermark analysis, and authoritative cross-referencing.

3. Platform Governance Must Evolve: Current reactive policies are insufficient against the speed and scale of
Al-driven disinformation. Proactive measures including standardized labeling, resilient watermarking, and
coordinated cross-platform enforcement are urgently needed.

4. Research and Training Utility: This structured compilation serves as (a) a contemporary case study of Al in
information operations, (b) a training resource for refining detection algorithms, and (c) a baseline for
longitudinal assessment of future incidents.

Limitations and Future Directions:

e Findings are derived from a single investigative source; multi-source triangulation would strengthen
generalizability.

e Direct access to platform-level moderation logs and item-level metadata would enable more granular diffusion
analysis.

e Continuous updating of forensic indicators is essential to keep pace with rapidly evolving generative models.

In sum, this investigation underscores that synthetic media is now a force multiplier in cognitive operations.
Addressing this challenge requires coordinated action across technical, policy, and educational domains to
preserve informational integrity in an era of algorithmic persuasion.

Conflict of Interest: The dataset used is available from The New York Times, and the authors are not responsible
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and the outcome is purely scientific and does not align with political decisions or support.
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